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Abstract

Converging trends in mobile information technology open the doors for new kinds of applications
and servicesthat deal with personaland contextual information. This thesis presen a conceptual
framework and componert architecture for a personalinformation systemthat serwesas an auto-
biographical databaseof an individuals life that can be searded for information, relations, context
and meaning. The information systemis able to acquire, aggregate,annotate and archive the user's
context and content. It doesthis by using sensorsand other systemresourcesavailable in common
personalinformation devicessuc asthe watch, mobile phone and personaldigital assitart. These
portable devicesare encapsulatedin an ad-hoc body areanetwork worn by the user.

We identify how contextual information can be structured, stored and made available at the appli-
cation and servicelevel. One such application is a personal contextual seard enginethat enables
the userto accessarchived content by formulating seard queriesbasedon context. Retrieved infor-
mation can in turn serve as contextual cuesthat can aid the userin the processof retrieving past
experienceswith a high degreeof accuracy The seard engine application also servesas the basis
of a proof of concept demonstrating the feasibility of the system.
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Preface

Project M3X - the mobile memexwill be conducted within the Freebandframework. Freebandis a
joint initiativ e by the Dutch governmert, leading companiesand knowledgeinstitutes with the col-
lective aim to create a knowledgebasefor the construction and application of the upcoming ambient
intelligent ervironment of 2010. In the ambient intelligent environment communication infrastruc-
ture will becometransparent and abundart in all layers with the individual asa new paradigm for
communication.

The idea for this thesis (a system that usescommon personal information deviceslike the watch,
mobile phone, digital cameraand the PDA to capture the context of the userby using the available
sensors,and make this information available to userby a google-like seard enginethat can be used
to retrieve meaningful personal context and content) cameto me after | temporarily lost my own
short-term memory due to a skiing accidert. This made me realize the importance of memory to
properly function in daily life. Human memory is not without its drawbadk however; often memories
are forgotten or becomedistorted. The mobile memexis an individuals autobiographical context
system that records and stores the contextual facts that can serwe as retrieval cuesfor an indi-
vidual and in turn augmert his own memory so experiencescan be retrieved with a higher degree
of accuracy The expression"Sometimesan ideajust hits you" canbe takenvery literaly in this case.
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Chapter 1

In tro duction

"A devicein which an individual storesall his books, records,and communications, and
which is medanized sothat it may be consulted with exceedingspeedand exibilit y. It
is an enlargedintimate supplemen to his memory." - Vannewar Bush

This is how Vannewar Bush described an imaginary system he called the "Memex" or short for
memory extender in his 1945essy "As we may think" [1]. The Memex was primarily designedto
deal with the information overload sciertists in his day had to cope with. It allowed an individual
to store all his documerts, and create assaiations betweenthem to capture what he called "trails
of thought". Thesetrails would cover a speci ¢ topic and could be traversedat a later date. Due
to technological limitations of the time the system never materialized. The idea of "associative
indexing of information" on which the systemwas basedhas survived and has found a rudemertary
implemenrtation on the internet in what is known as "hyperlinks". The internet however dealswith
commoninformation. When it comesto managingpersonalinformation the individual is still largely
at a loss. Today we deal with vastly increasedamounts of personalinformation and the needto
organizethis information is all the greater.

This thesis proposesa mobile memex: A portable systemcomposedof commoninformation devices,
that is highly personalin nature and can be customizedto t the usersfunctional needs. The goal
of the mobile memexis to capture the context of the user, including the content that wascreatedin
this context, and make it available to applications that can augmert the user. A personalcontextual
seard engineis one such application. Instead of following trails of thought, the userwill be able to
follow trails of corntext in order to retrieve relevant and meaningful information.

Common information devicescan contain a number of sensorsthat can measurewere we are, what
we see,what we hearand more. Figure 1-1 shavsthe basicideabehind the mobile memex; capturing
the context and content of its user.

In this chapter we discuss some of the ideas beyond the original memex and how they can be

implemented in a mobile memexcomposedof personaland portable information devicesto augmert
the userin di erent ways.
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1.1 The Memex; Vision and Function
The original memexwas designedto provide three main functions:
1. Add documerts: The user could add new documerts in micro ¢ he format to the system.

2. Annotate documernts: The documerts could then be annotated by the user, e ectiv ely adding
meta-data; information about the information.

3. Asscciate documerts: If the user found documerts logically related to ead other in he could
create an assaiation betweenthesedocumerts. Eventually this could lead to ertire chains of
linked documerts that capture a certain idea or a chain of reasoning.

To managethis mechanical system would probably be very user intensive, documenrts had to be
scannedand transferred to micro ¢ he, manually placed in the documert stack, and nally anno-
tated and assaiated by hand. Now it is possibleto use computational systemsto automize a
number of tasks, and digitally store all documerts. The mobile memexaims to automize this sys-
tem of adding, annotating and assaiating documerts by developing a genericsensorplaform able to
aggregatesensordata from distributed devicesin a Body Area Network (BAN). Sensordata will be
split up into context data and content data, where context data will serve as an assaiative "glue”
to related content data. The system strivesto minimize user input and intervertion, while still
providing the possibility to manually add annotations and assaiations where necessary

c
Mail 5 Date & Agenda

Air pressure \ ‘ l
N ( Direction
vAg 5
Temp <p QD =P | Mobile Memex — /#\_ Location
vV ud
. 4

) f ‘ A Altitude
Bla bla
Pulse
Sound, voice, chat

Figure 1-1: Mobile memex: capture personal context information and make it available to applica-
tions

1.2 Trends in Information Technology

Developmerts in information technology open up new possibilities in how we organizeand deal with
personalinformation. The realization of the mobile memexis dependert on the developmert of a
number of key trends:
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1. Information technology becomesa ordable:
Advancesin lithographic techniques combined with economiesof scalelead to smaller inte-
grated circuits (IC) and generally mean cheaper IC's that consumelesspower.

2. Information technology becomespersonal:

A ordable computing power initiated a move from time sharing systemssuc as mainframes
to the personalcomputer many people have on their desksright now. The PC will not be the
only personalcomputing device anymore; An increasingnumber of peoplewill own and usea
range of information devicessuch as camera's, phones, laptops and PDAs. The way we use
computersto communicate and organizeinformation is constartly changing, and accordingto
the Freebandinitiativ e we are currently on the edgeof a ‘paradigm change', which will move
the certer of information control to the individual. Right under his personal guidance will
be a 'Wearable Digital Assistart' that will serve asa direct extension of his intelligence [41].
Figure 1-2 show the move from time sharing systemswith multiple usersto mobile computing
where a user shareshis time with multiple devices.

3. Information technology becomesportable:

Currently we can identify a shift away from desktop computing to mobile computing. Minia-
turization and integration of electronic componerts allow for smaller computing devices,suc
as the notebook computer, the personal digital assistart and the so called "smart-phones"
that are becoming more mainstream. An advantage of portable computing devicesis that
the system always roughly sharesthe samecontext asits user. Standardization of software
componerts such asthe TCP/IP network protocol, the XML markup languageand and the
JAVA platform independent programming languagealsoincreaseportabilit y and compatibilit y
on a software level.

4. Information technology becomesconnected:

After wiring workstations and personal computersto form the internet, it is now the turn of
wirelesspersonalinformation devicesand even domestic electronics. There are many di erent
wirelessnetwork systemfrom the very long rangefor mobile phonesto the very closerangelike
infrared remote controls. The recert yearshave showvn a widespreadacceptanceof standardized
network technologies,making it easyand cost e ectiv e to integrate them into a wide range of
devicesto extendtheir functionality. The result is an abundanceof networkeddevices. Wireless
communication initiates an information shift away from the desktop and into a connected
mobile world.

5. Information technology becomesubiquitous:

The ongoing miniaturization of electronic componerts will leadto Ultra Large Scalelntegrated
(ULSI) circuits sudch asthe systemon a chip (SoC). Assuming cortinued progressin battery
technology, minute but computationally powerful SoCswill nd important usesin many areas.
These kind of small and a ordable integrated circuits will be embedded in the fabric of the
world around us. We seethis happening with personaldevicesbut alsoin every day products
sudh as home equipmert, kitchen utilities, cars, doors and even products in the supermarket
that contain embedded Radio Frequency ID (RFID) chips. Evertually this developmert will
lead to the realization of the ubiquitous computing vision [3] where the physical world is
augmernted by a digital overlay of embedded computing devices.

As our ervironment becomesmore and more ubiquitous we nd that the channels through
which we conduct daily activities also becomeincreasingly digital. For example; instead of
writing a letter on paper and mailing by post, we write an email and sendit over the network.
We buy products on the internet and manageour nances online. Phone calls are made using
digital telephony systemsor by using voice over IP (VolP). Products and servicesare payed
for by using a cashcard that automatically deductsthe amount from your bank-accoun. We
accessto cars and buildings using digital key-cards and the list goeson. Every interaction
made through a digital channel generatesinformation that can be potentially be captured to
serne as contextual cuesin the mobile memex.
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Figure 1-2: From Timesharing Systemsto Mobile Computing

Essettially all of the above mertioned trends are a direct result of what is known as Moore's Law *
combined with economiesf scale. In the nearfuture, the corvergenceof thesetrends will provide us
with an abundanceof multi-functional devicesthat are a ordable, portable, personaland connected.
It is these devicesthe mobile memexwill focuson.

1.3 The Digitalization of Devices and Media

Another direct result of the trends mertioned in the previous sectionis that digital devicescan take
over more and more functions that were traditionally performed by mechanical devices. Take for
example the photo camera. A traditional camerawould store the image on a light-sensitive strip
of Im, where a digital cameracan now store a digital bitmap of the sameimageon ash memory.
The sameis true for the music player where the cassettewalkman is being replacedby digital music
playersthat operate on the digital equivalent of the analog cassettebe it a compact disk, minidisc
or memory card. A medanical watch with delicate radar works can be replacedby a digital wrist-
watch. The agendaand addressbook havefound a digital equivalent in the personaldigtial assistart.

One thing all thesedigital deviceshave in common is that they can store their content on a com-
mon medium such as random accessmemory (RAM) or magnetic hard disk drives (HDD), where
traditional content ead had their own speci ¢ medium be it paper, tape, vinyl, Im or other mate-
rials. This developmert o ers a number of important bene ts for portable information devicesand
consequetly the mobile memex:

1. A sharedstorage medium decreasecost and weight and can provide a certral accesspoint for
the userto accessall content.

2. Digital content can easily be manipulated, copied and communicated to others.

1.4 The Need for Augmen tation and Integration

People naturally augmert their own abilities with technology that enablesus to cope with the
complexworld we nd ourselesin. Be it a car for transportation, spectaclesto improve our vision,
or a post-it note to remenber an appointment. Sometechnologiesaddressbasic and fundamental
needssowe carry them around with us on a daily basisand can hardly live without them anymore.
Someexamplesof traditional technologiesthat peoplehistorically useto augmert themselesare in
chronological order:

1The observation made in 1965 by Gordon Moore, co-founder of Intel, that the number of transistors per square
inch on integrated circuits had doubled every year since the integrated circuit wasinvented. Mo ore predicted that this
trend would contin ue for the foreseeable future. In subsequert years, the pace slowed down a bit, but data density
has doubled approximately every 18 months, and this is the current de nition of Moore's Law, which Mo ore himself
has blessed. Most experts, including Moore himself, expect Moore's Law to hold for at least another two decades.

2Economies of scale occur when mass producing a good results in lower average cost. Economies of scale occur
within an rm (internal) or within an industry (external).
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1. Clothes and jewelry, usedto protect our body from the natural elemerns, but also usedto
broadcast sccial information sudch as marital status, occupation and wealth.

. Money, usedto facilitate the exchange of physical goods and services.
. Keys, usedto secureprivate property and de ne rules of restriction and accesgo ertities.

. A watch, usedto syndironize our activities with the world around us.

ga b W N

. And recertly the mobile phone, used to addressthe need for unicast communication with
others.

The mobile phone is the most recert addition but has the potential to becomethe encompassing
device becauseof the possibility to incorporate the digital equivalents for most of the above listed

ertities with the notable exception of clothes. Money for example has a digital equivalent in the

form of the cash-card,Keys in the form of key-cards. Integrating this functionality into the mobile

phone will lessenthe burden to carry around heavy keysand coins.

Besideskeysand coins, a typical businessman in Amsterdam might carry around a number of dig-
ital information devicesto augmert his abilities and addresshis functional needs. It would not be
unusualto nd onepersoncarrying around a notebook computer, a mobile phone, a PDA, a digital
music player, a digital cameraand a digital wrist watch all at the sametime. All thesedeviceshave
their own userinterface, functionality and power-source. This meansthat there is a lot of functional
overlap that might be partially eliminated by functional integration or by networking devicesin or-
derto shareresourceswith others. Wewill examinefunctional integration in more detail in chapter 2.

If current developmerts cortinue, people will have accessto a multitude of wearable deviceswith
di erent functionalities within a body area network. These deviceswill be able to communicate
to eadt other and allow the sharing and storage of all input and output information. Becausethe
devicesin a body are network are very personalin nature sois the information they deal with.

1.5 The Body Area Network

"As electronic devicesbecomesmaller, lower in power requiremerts, and lessexpensiwe,
we have begunto adorn our bodies with personalinformation and communication ap-
pliances. Sudh devicesinclude cellular phones, PDAs, pocket video games,and pagers.
Networking these devicescan reduce functional I/O redundanciesand allow new conve-
niencesand services."- Thomas Zimmerman.

The PersonalArea Network (PAN) and its derative the Body Area Network (BAN) allow devicesin
closeproximity to connectand shareinformation. Today many devicescontain network interfaces,
and somenetwork technologieslik e Bluetooth are speci cally targeted to operate in a PAN or BAN
ervironment.

Figure 1-3 shows a hierarchy of the most common network types and the type of devicesone can
expectto nd in the PAN/BAN domain. In a PAN, a userwill typically usea wirelesssolution since
the objects and deviceswill be scattered around in his vicinity. for a BAN however, the user might
prefer a wired solution becausethe information contained in the BAN might be highly personalin
nature and therefore demand a high level of privacy and security a wirelesssolution cannot o er.

Ultimately, The PAN and BAN network environments will be a rich sourcefor the collection of
personal contextual information and les.
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Figure 1-3: This Figure contains two panels: (a) The location of the PAN and BAN in the network
hierarchy, and (b) Somecommon devicesencourtered in BANs and PANs

1.6 The Mobile Memex

Networking personaldevicescan eliminate functional overlap, and the combination of resourcesand
functions into a distributed systemwill also allow for new applications and servicesthat make use
of this synergy between devices. As mertioned before, the aim of the mobile memexis to develop
a common framework on which thesekind of applications and servicescan be based. The following
two scenarioswill highlight someof its potential uses.

1.6.1 Scenario 1. Concrete-jungle Jane

Jane, a real-estate saleswoman in Amsterdam, recertly bought a new communicator that allows her
to optimize her lifestyle. Her communicator has a large color touch screenand a range on function-
alities: It can take pictures and record movies with the on-board digital camera,shecan useit asa
voice phone, ched her on-line electronic agenda,manageher emails, useit asa personalnavigation
system, play her favorite music on it and much more. Neverthelessthe entire padkage easily ts in
her pocket. Besideshaving a lot of built in functionality it is also able to communicate with other
electronic devicesand jewelry sheis currently wearing (her watch, digital 1D card in her wallet, and
Java-enabledring on her nger) and other devicesaround her (like the ATM on the corner) she
comesin contact with during the day.

Now her communicator has becomea very personal part of her live. Jane doesn't have to worry
that the content shereceivesor createswill be lost becauseof the automated context annotation
inherert in the system. If she canremenber someof the contextual cluesin which the content was
created, shewill be able to retrieveit.

During lunch with a friend at a local restaurant Janes communicator rings. A guy called Bob is
interested in a mansion under her care and wants to make an appointment at two o'clock. Jane
agreesand promiseshim to send him the details. Jane has beento the housebefore and usesher
communicator to look up the address, and imagesshe took in the house. She selectsthe nicest
v e and attachesa map with the addressto and email she sendsto Bob right after the phone con-
versation. Becauseshe hasto put somethings in order at the house before the customer arrives
she has to leave right after dinner. She quickly pays for dinner by pressingthe "OK" button at
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the courter. Becauseher communicator is connectedto the cash-cardin her wallet, and both are
connected by her body which functions as a "wet-wire" the cashis automatically deducted from
her accourt simply by touching the button. The OK button lights up to indicate the transfer was
successful.Her communicator automatically registersthe activity and the time and location were it
took place and updates her personalbank accourt.

Her car also opens up for her when she touches the handle of the front door. Janes placesthe
communicator in her car cradle at the dashboard and usesit to calculate the fastest route from her
presert location to the house. The communicator knows her current location and corntacts external
databaseson the internet to get a recert map of the areaand alsotra ¢ information. In the car she
replays the previous phone-call with Bob from her communicator becausein the restaurant it was
very noisy and shedidn't quite catch every thing Bob told her.

By the time shearrivesat the front gate she has a good idea what Bob is looking for. Bob likes
a housewith a lot of sunlight. Fortunately its a sunny day and according to her communicator
(that is in contact with the barometer in her wristwatch and the weather server on the internet)
will stay like this for the remainder of the day. The houseis pretty messyand there are some
overgrown plants outside hanging in front of the windows. She hasto get rid of them and her
communicator cannot help her with this. Luckily shepulls it o within 15 minutes and the windows
are now clear allowing the sunshineto stream into the housemaking it look its best. Now she has
to nish the inside of the houseand after 30 minutes of running around her communicator notices
Janesincreaseof pulse and body heat as sheworks. With a slight buzz the communicator noti es
Janeto takeit easy Janeagreesand decidesto make a cup of tea to relax and wait for Bob to arrive.

When Bob nally arrivesshe walks out to meet him and they shake hands. BecauseBob also is
carrying a communicator they exdiange electronic businesscards in the handshake. Over sometea
they discussthe houseand after that Bob get the full tour through the houseand seemso be rather
impressedwhen they part again. Jane feelscon dent shecan sealthis deal before the weekis over.

1.6.2 Scenario 2: Health-care Karen

Karen hasher day o and hasdecidedto spent her time well with someexercisein the park. While
she is jogging her sports watch keepstrack of her current speed, her temperature and heartbeat
and how much calories she is burning. The communicator in her pocket is keeping track of her
current location and direction. Shedoesn't really needmost of this information at the momert but
neverthelessit is recordedand stored on the disk inside her communicator.

However, becauseKaren has got diabetessheis very interestedin the information the bio-graphing
sensorin her watch produces. The bio-graphing sensorin her watch takesnon invasive glucoseread-
ings through the skin at regular intervals every 20 minutes. This information is then sert over her
body to her communicator in her pocket where a special program can analyze the data in real-time
and recognizetell-tale patterns that warn of excessie glucosein her blood.

When the level of glucoserises above a certain level the communicator automatically activates
another deviceon her body that cortains an insulin pump to administer the required dosebasedon
the calculations of the system. If on the other hand the level drops below the acceptablelevel her
communicator will notify her so she can take appropriate counter-measuresby eating glucoserich
food. In the rare occasionwhen the pump fails or is empty and her levels exceeda critical point
the systemwill automatically notify an alarm serviceby useof the built in wirelessWAN capability
in her communicator and transfer her current location and medical data so aid can be sert to her
straight away. In the past Karen had to test her blood manually every day, and inject the insulin
herself. Now Karen doesn't have to worry about her glucoselevel all the time and can enjoy her
walk in the park.
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1.7 Research Goals and Thesis Overview

The scenario'sin the previous sectionillustrate the exibilit y of the mobile memex.

In summary: The mobile memex is a collection of networked personal information devicesand
augmertation applications. The devicesare enhancedto provide the functionality required for the
acquisition, aggregationand archiving of contextual data. Applications operate on this contextual
data in order to augmert the userin daily tasks. This meansthat there is no "one" mobile memex:
The composistion of the systemis dependert of the usersfunctional requiremerts in variable cir-
cumstancesand situations. It also meansthat the mobile memexshould provide a genericplatform
basedon open standards that can be easiliy implemented in a wide range of personalinformation
devicesand support the developmert of compatible applications designedto augmert the user.
Apart from the two scenariosmertioned above, there can exist many di erent typesof applications
that are able to augmert the userin many diverse elds such as memory, security, military , medical,
nancial, navigation and even ertertainment.

1.7.1 Research Goals

The aim of this project is to dewvelop a conceptual framework and componert architecture for the
dewvelopmert of a personal information systemthat basedon a variety of information devicesin a
BAN to record the context of the user,to structure and storeit in a certralized location, and nally

to make it accessibleat the application and servicelevel. Although there are many applications and
servicesthat might operate on subsetsof contextual data we will primarily focus on the personal
contextual seard engine. The seard engine can be queried by the user to produce meaningful
subsetsof contextual data and plays an essetial part in ful lling the mobile memexuvision.

This thesisseeksto indentify what a modernizedimplementation of the 1945Memex could look like
in the upcoming ambient environment of 2010,in regard to a number of characteristics:

1. Composition: What hard- and software is the mobile memex composedof?

2. Function: How will the mobile function, and what is the role of content and cortext in the
system? We will focus on solving the practical problems regarding core functionalit y:

(a) Assenble: How can a distributed sensorplatform be constructed that meetsthe users
functional requiremens?

(b) Acquire: How can raw sensordata be obtained from sensorsin personal information
devices,and how can this raw sensordata be processednto either content or context.

(c) Aggregate: How personalinformation devicescan be e cien tly and securely networked
in a BAN that enablesthe sharing of information and resourceswithout compromising
the user's privacy.

(d) Archive: How context documerts and content les can be e ectively structured and
stored.

(e) Access: How this cortent and context can be easily retrieved and operated upon by
applications and servicesin the mobile memex.

(f) Annotate: How can the user annotate retrieved content and context?

(g) Asscciate: How can the user assaiate context and content to form meaningful sets of
information?

(h) Administrate: How can the system and its applications be monitored, con gured and
administrated by the user?

3. Augmentation: How can the system be usedto support applications that augmert the user,
and what kind of augmertation applications are possible?

4. Implication: What kind of social and ethical implications does a system such as the mobile
memex have in terms of privacy and security?
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1.7.2 Overview of the thesis

1.

Chapter oneexplainedthe vision of the mobile memexand the current trends and developmerts
in information technology that might lead to its realization by the year 2010.

Chapter two will identify, de ne and classify the key conceptsin the mobile memexin order to
construct a conceptual framework of the system. We identify possibleapplications and usesof
the mobile memexand examinehow theseapplications can operate on the aggregatedcontent
and context in order to augmert the userin its task.

Chapter three will deal with the requiremerts of the system. User requiremerts and Sys-
tem requiremerts are usedto create a componert architecture that meetstheserequiremerts.
Chapter 3 follows the structure recommendedby the IEEE 830-1998software requiremerts
standard (SRS).

Chapter four will implement the minimal set of requiremerts as de ned in the base-linear-
chitecture to implement a working proof of concept applications that demonstratesthe func-
tionality and exibilit y of the system. On top of the base-lineimplemertation will be a user
application in the form of a personal contextual seard engine.

Chapter v e preserts the results and conclusionsof this thesis, Possiblefuture expansionsto
the mobile memex are also discussed.
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Chapter 2

A Conceptual Framew ork

This chapter will presen the mobile memexframework, asshown in Figure 2-1. The framework con-
sistsof v edistinct layers, eat with their own functionality and capableof obtaining and processing
sensordata into two di erent repositories containing either content or corntext. The repositories are
certrally available to applications and servicesthat operate on the information they contain. This
framework will serve as a roadmap for this chapter: Each sectionwill discussone of the v e layers
in detail.

’ Memory ‘ ’ Medication ‘ ’ Communication ‘
Augmentation Layer
’ Entertainment ‘ ’ Navigation ‘ ’ Coaching ‘
Application Services Application Interfaces
’ Administration ‘
Quer Remote
’ Association ‘ Y Application
Interface
Interface
Application Layer < ’ Annotation ‘
’ Extraction ‘
Context Content
’ Abstraction ‘ History Repository
Interface Interface
’ Normalization ‘
Information Operations Information Store
’ Aggregation ‘
Information Layer < ’ Interpretation ‘ Co_ntext Cont(-_:‘nt
History Repository
’ Acquisition ‘
Communication Layer ’ Platform ‘ ’ Network ‘ ’ Middleware ‘
Physical Layer I Sensors l I Actuators l I Resources l

Figure 2-1: The Mobile Memex Conceptual Framework

Storage capacity will be abundant and consequetially the challenge is not to store information
anymore, but to retrieve it. This is were context will play an increasingly important role. As
stated in chapter one: The aim of the mobile memexis to store content and context obtained from
distributed sourcesand to usethis context information asan index of retrieval-cuesthat enablethe
retrieval of related context and content. The mobile memex framework is designedto support this
goal.
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2.1 The Physical Layer

The physical layer corntains all hardware componerts required by the mobile memex. The main
componerts are sensorsactuators and systemresources.Thesecomponerts will be embeddedin the
personalinformation devicesthat composethe user'sbody areanetwork. The following subsections
will de ne the concept"p ersonalinformation device", discussthe functional overlap betweenthese
devicesand proposethree classesof hypothetical devicesbest suited for the mobile memex. The
conceptssensor,actuator and systemresourceare alsode ned and classi ed. Finally we will explain
their purposeand function in the mobile memex.

2.1.1 Personal Information Devices

A personalinformation deviceis a device small and light enoughto be carried around by the user
and be used while on the move. It provides a certain functionality required by the user, be it the
capability to take digital pictures, listen to digital music, sendingand receiving email, or any other
functional needthat can be provided by thesedevices. In order to provide its functionality a personal
information devicewill contain sensorsactuators and systemresource§such as processing,storage,
memory and battery capacity). The system resourceswill determine the role of the devicein the
mobile memex. As it stands, all personal information devicescurrently on the market eat have
their own interface often consisting of key basedinput and display basedoutput, and their own
resourcessuch an individual power source.

Functional Overlap

For a userto fulll his or her information requiremerts, he or she might have to carry around a
number of these information devices. It is not uncommonto nd an individual with a notebook,
personaldigital assistart, mobile phone and digital camera. Most of these device cannot communi-
cate with ead other in order to share sensor,actuators or systemresources.Consequetly there is
currently a high degreeof functional overlap betweenpersonalinformation devicesasis illustraded
by Figure 2-2.

Display | Keypad

Watch YES occasional occasional | occasional

FM radio occasional occasional YES
Camera YES occasional | occasional occasional
Pager W=

Cellphone | YES YES occasional | YES YES YES YES YES
PDA YES occasional | YES occasional | occasional | YES YES occasional
Notebook | YES YES occasional | YES occasional | YES YES occasional

Figure 2-2: Functional overlap between personalinformation devices

For the userto carry around many di erent personalinformation devicesmeanscarrying around a
multitude of batteries, displays, keypads, displays and much more. This will increasethe burden
and decreasethe overall usefulnessof the con guration. Every deviceis an island with a di erent
interface which the user has to learn before it can be used. Also ead device will have its own
and storage medium that is often incompatible with other devices(for example eat device has its
own type memorycard), therefore the user hasto manually manageand transport its data between
deviceswhich can prove to be a time consumingand cumbersometask.

There are two solutions to solving the problem of functional overlap: 1) Functional integration of
personal information devices,where one device will integrate someof the functionality of another
type of device, such as a mobile phone with an integrated cameraor GPS receiver. 2) Networking
of personalinformation devicesso one device can share functionality or resourceswith another. A
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combination of both solutions will result in an optimal con guration. The mobile memexis be based
on this con guration as a starting point.

Functional Integration

While Moore's law is simply an obsenation that statesthat transistor density will double roughly
every 18 month and sofar has held true, derativesfor magnetic storage density and energy density
for power sourcesalso seemto hold true:

1. Increasein storagedensity for magnetic, ash and optical storage media. Magnetic density is
currently doubling every 12 month. The projected areal density for Magnetic storagein 2010
will be around 1 Terabit per squareinch. Storage capacity will be cheap and abundarnt. The
challengeis no longer whether you can store everything, it is whether you'll be ableto nd it
later when you needit.

2. Increasein power-sourcecapacity. Power sourcesare an important factor in the usability of
wearable devicesbecausein the mobile memex most devicesin the body area network will be
active at all times. Batteries are the most common power sourcesand are relatively heavy
componerts that determine the portabilit y and durability of a device. Developmert in this
areais not asfast pacedcomparedto transistor and magnetic densitiesand are only doubling
roughly every 10 yearswith a predicted density of 600Whr/kg for fuel cellsin 2010.

These dewvelopmerts together with an increasein transistor density will mean higher integrated
circuit complexity and processingspeed with an equal or smaller surface area and reduced power
consumption, abundant storage capablities and su cien t power for prolonged portable operation.
If Moore and its derativeshold true it will be possibleto produce portable information devicesin
2010that have a very high degreeof functional integration.

Functional integration can lead to three main classesof portable information devicesby the year
2010:

1. Small devicesuseful enough for the userto carry around at all times. These devicescan be
worn and will not obstruct the user at all. Also they o er a part of the core functionality. A
wristwatch is a good example. But one can also think of implants such as a pacemaler, or a
hearing-aid.

2. Medium devicescan be worn by the userin a pocket. Although less portable than small
devicesthey oer some essetial functionality so the user will usually carry these devices
around. Examples of medium devicesare a mobile phone, personaldigital assistan.

3. Large devices. Thesedevicesare cumbersometo carry around but o er a high systemresource
capacitiesin terms of processing,memory and storage.

Figure 2-3 shaws somecharacteristics of the di erent device classesn the mobile memex.

2.1.2 Sensors, Actuators and Resources

Personalinformation devicessud asthoseusedin the mobile memexcontain sensorsactuators and
systemresources.Figure 2-4lists sensorsactuators and systemresourcescommonly found in these
devices.
Sensors

The word "sensor" is derived from the word "sentire” meaning"to perceiw". A dictionary de nition
of 'sensor'is:

"A devicethat detectsa changein a physical stimulus and turns it into a signal which
can be measuredor recorded."
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Device class

Small

Medium

Device example

//
e

Typical devices

Watch, Digital Jewelry,

Chipcards, Implants.

Communicator, PDA,
Phone, Camera.

Laptop, Tablet, PC

Portablity & Location

Excellent
(Wrist, neck, finger)

Good
(Pocket, belt)

Low
(Bag, suitcase)

Freq. of use

High (hourly)

Regular (daily)

Occasional (weekly)

Processing capacity

Low (1-100 Mhz)

Med (1-5 Ghz)

High (5 — 20 Ghz)

Storage capacity

Low (1-512 MB)

Med (1-10 GB)

High (1 - 10 TB)

Powersource capacity

~1 Year

~1 Week

~1 Day

Typical #devices

~4

~2

~1

Typical sensors

Time, Date, Compass

Temperature,Pressure,
Altitude, Salinity, Pulse,

Buttons, Switch.

Phone, Schedule,
Camera, Audio, Video,
Messaging, GPS,
Keypad. Stylus.

Network, Keyboard,
Touchpanel, Mouse

Typical actuators

Status LED, Beeper,
QCIF display

Vibration unit, Speaker,

VGA Display.

Speaker, XGA+ display

Typical Weight

~25 Grams

~150 Grams

~1 Kilogram

Typical network
interface

Magnetic induction
Body conductivity

Bluetooth, UWB, USB,
GSM, WCDMA.

Wifi, Ethernet, ADSL.

Figure 2-3: Somecharacteristics of the 3 distinct device classes

In generala sensoris a componert that takesan external physical phenomenaasinput and produces

corresponding system data represeting this physical phenomenaas output.

The mobile memex

assumesa number of common sensorswill be available to the system most of the time:

1.

Time sensor: Most clocks are not real sensorsand produce output basedupon a single mea-
suremen (a user setting the time) and calculate the sequenal time valuesafter this which can
result in low precicion and reliabilit y. Somesensorscan accurately measuretime and theseare
discussedin section2.3.4.

. Location sensor: A GPS sensorable to provide the system with the userscurrent longitude

and latitude coordinates and the altitude above sealevel.

. Network sensor: A network interfaceis actually a combination of an actuator and a sensor,also

known asa transmitter and receiver, or modulator and demodulator. The network interface is
important becauseit can sensethe interaction betweendevicesin a BAN,PAN,LAN or WAN
and consequetly identify other computational ertities.

. Sound sensor: A microphone able to record aural wave-basedinformation.
. Image sensor: A CMOS or CCD cameraable to capture visual information.

. Userinput sensor: A keyboard, keypad or touchpad able to capture tactile userinput.

Figure 2-5shows a classi cation of sensorcharacteristics accordingto di erent criteria.

Actuators

Actuators are componerts that take system data as input and generate physical phenomenaas
output. They are the complemer of sensors. Someexamplesof actuators are the speaker, display
and vibration units in a mobile phone.
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Sensor Instances

Actuator Instances

Resource Instances

Microphone Speaker CPU
Keypad / Keyboard Status LED Memory
Altimeter Vibration Unit Storage
Barometer Flash unit Battery
Thermometer Display Bandwidth
Accelerometer Motor

Compass Radiographic Transmitter
Inclinometer IR Transmitter
Gyroscope

GPS

Radio & TV receiver
Piezoelectric sensor
Time & Date sensor
CMOS / CCD sensor
Geomagnetic sensor
Conductivity sensor
Electro Cardiac sensor
Induction sensor
Infrared sensor

CO gas sensor

Figure 2-4: Sensors,Actuators and Systemresourcesin personalinformation devices

System Resources

System resourcesde ne the capacity of the systemin terms of storage, battery, memory and pro-
cessingcapacity. The device capacity will in turn de ne its function in the mobile memex. Devices
that meet the storage and processingrequiremerts might be suitable to store all sensordata and
perform processorintensive operations upon it such as datamining.

2.2 The Comm unication Layer

The communication layer contains all software componerts neededto network personalinformation
devicesin an ad-hoc body areanetwork. The main software componerts are: 1) The systemplatform
and its application programming interfaces, 2) The network technology, topology, protocols and
interfacesbest suited for the mobile memex, and 3) The Middleware such asthe messagdormat and
documernt structures that can facilitate e cien t communication and information exchange between
the di erent devicesand applications of the mobile memex.

2.2.1 Platform

A common platform is neccesaryto standardize device functionality in the mobile memex. Infor-
mation device are very heterogenousin nature with systemresourcesat both end of the spectrum.
A platform independert languagesud as Sun's JAVA is a good solution, especially since JAVA is
currently widely supported on many mobile device ranging from PDAs, Cellphonesto smartcards.
Individual devicescan have their own Operating System but have to provide JAVA support by
including a Java Virtual Engine (JVM), on small-classdevicesthis can also be a slimmed down
version of the JVM known asa KVM. Also the manufacturer of the personalinformation devicehas
to provide application programming interfaces(APIs) to sensors,actuators and resourcesin JAVA.
This way developers can realize mobile memex support in a wide range of devices.
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Physical Quality Domain Economic
characteristics characteristics characteristics characteristics
Acoustic Accuracy Location Cost
Biological Resolution Time Size
Chemical Range Interaction Weight
Electric Saturation Identification Operating Life
Magnetic Precision Attribute Power consumption
Optical Granularity
Mechanical Sensitivity
Radiation Stability
Thermal Response

Overload

Hysteresis

Exitation

Selectivity

Figure 2-5: Overview of sensorcharacteristics

Net work

The networking of information devicesis another way of eliminating functional overlap and canlead
to increasedfunctionality asresourcesfrom individual devicescan now be combined to provide new
servicesand applications not possiblebefore.

Types and Technologies

Becausethe mobile memexis composedof personalinformation devicessituated in, on or near the
user'sbody the mobile memexwiil function within a body areanetwork. As gure 2-6 shows, there
are many technologiesthat support on- or near body communication. Some of these technologies
will be better suited to the mobile memexthan others basedon a number of factors sudh as power
consumption, cost, size, weight, bandwidth and others. If we take thesefactors into accourt there
are two primary candidates;a wired BAN solution that is basedon using the natural conductivity
of the human body to connect devicesand a wirelessBAN solution basedon magnetic induction.
Unfortunately both of thesetechnologiesare currently in its researt phaseand are not commercially
available, by 2010the situation might be di erent howewver). Another suitable wirelesstechnology
that can be put to usein a relatively short time is ultra-wideband communication also known as
UWB.

Personalinformation deviceswill usually contain more than one network interface. Someof these
devicewill be ableto interact with wide areanetworks (WAN) and somewith personalareanetworks
(PAN). In the PAN, communication is heavily dependert on wirelessnetwork technologiessud as
WiFi, Bluetooth, Zigbeeand UWB.

gure 2-6 shaws a classi cation of network typesand their corresponding technologies.

A Peer-to-P eer top ology

Basically the mobile memexis an ad-hoc sensometwork situated on the body of the user. The Body
Area Network will not be a static network, instead information deviceswill continually be removed
and added depending on the usersfunctional requiremerts of that momert. This meansthat nodes
will come online and go o ine at regular intervals. The mobile memex will have to cortinue to
function properly under these circumstances. This calls for peer-to-peer (P2P) style networking of
information devices. Whenewer a devicescomesonline, it will join the mobile memexpeergroupand
try to discover other nodesin this peergroup. The peergroupitself will o er a number of services
such as discovery, resourcesharing, security and more. Chapter 3, section 12 will deal with the
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WAN MAN LAN PAN/BAN
Fixed DSL CABLE 802.3 usB
ISDN (ethernet) Firewire
ATM Bodybus
Wireless GSM 802.16a 802.11a/b/g 802.15
GPRS (WIMAX) (WiFi) Bluetooth
(W)CDMA ZigBee
UMTS I'DA
WirelessUSB
UltrawideBand
RFID (1-way)
Magnetic Induction

Figure 2-6: Network typesand their corresponding technologies

technical aspects of P2P networking in the mobile memexin more detail.

2.2.2 Middlew are

The mobile memexis a very genericcontextual information systemthat hasto support a wide range
of hetergenousdevicesand applications. In order for the many diversedevicesand applications to
communicate with ead other we needmiddleware. Middleware is software that mediatesbetweeen
two otherwise separate applications. It managesthe interaction between disparate applications
acrossthe heterogeneousomputing platforms. Ultimately , middleware is all about integration.

Standards

Furthermore the information system should function over long durations, possibly during an ertire
life time. In order to ensure compatablitity of information it is essetial to user widely accepted
common standards and formats as middleware componerts.

1. All encaing of textual information should be donein the extendible markup language(XML)
using the Unicode UTF-8 Characterset.

2. All encdding of visual information sudc as bitmap imagesand vector graphics should be done
usingthe portable network graphics(PNG) standard in caseof bitmaps, and usingthe scaleable
vector image (SVG) standard for vectors.

3. All encading of streaming material such as video and audio les should be done in Mpeg4
(ISO-mp4) and OGG-vorbis respectively.

4. All encading of executablematerial should be donein the JAVA programming language.

Network communication should use the IPv6 addressingstandard, IP/TCP transmission protocol
and the JXTA P2P networking protocol. Chapter 3 will give a more detailed technical description
of the above mertioned standards.

2.3 The Information Layer
The information layer dealswith the acquisition of distributed sensordata by information devices
in the BAN, including the interpretation, encapsulationand aggregationof this data into a context

history and a content repository. Figure 2-7 shows the processingpath of turning sensor-datainto
a normalized context history and a normalized content repository.
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Publisher Storage
| RAW CONTEXT INFORMATION l—’l PARTIAL CONTEXT HISTORY RAW CONTEXT HISTORY

encapsulation

RAW CONTEXT DATA

interpretation

RAW SENSOR DATA

interpretation

RAW CONTENT DATA

encapsulation

acquisition

normalization

Extraction NORMALIZED CONTEXT HISTORY |
anstiV Nive

Extraction ] [ Abstraction QUERY RESULTS |

ansuamon /smeve
e NORMALIZED CONTENT REPOSITORY |
xtraction

Extraction

nurmallzatlun

RAW CONTENT FILE

PARTIAL CONTENT REPOSITORY l——’l RAW CONTENT REPOSITORY |

Figure 2-7: Data processednto context and content in the M3X framework

2.3.1 Acquisition

The acquistion processinvolves information devicesthat have a publishing pro le assignedto it.
These deviceswill at regular intervals poll the sensorsavailable in that specic device using the
APIs provided by the manufacturer, and accordingto the device preferencepro le. This results in
raw sensor-data. Sensor-datahasto be processedn order to be useful.

Device Roles

Becausethere are di erent deviceswith di erent sensors,actuators and resourcesnot every device
is suited for every job. In the mobile memexwe can identify 4 devicerolesthat are de ned in M3X

pro les:

1. Publisher device: all wearableand portable devicescontaining sensorsand a network interface.

2. Subscriber device: all wearable and portable deviceswith adequate memory and processing
resourcesallowing for cading of context data and the operation of M3X-enabled applications
that operate on recert to semi-realtime contextual data.

3. Storagedevice: all deviceswith abundant memory and processingresources,allowing for the
storageof the entire context history and the media createdin that context. The storagedevice
is also home to M3X-enabled applications that operate on the ertire context history sud as
the personal cortextual seard engine (PCSE). Most of these applications will be reactive.
Datamining and pattern matching can also be done by resourceintensive applications.

4. Accessdevice: Someapplications and servicescan be maderemotely available over the internet
if the user choosesto. These applications are known as "remote applications" and can be
accessedoy any device with an internet connection and a display. Other applications have
to be accessedocally on the host device and therefore known as "lo cal applications". A
subscribing device will be the primary accessdevice for applications that operate on recert
and semi-realtime data. Local applications are usally pro-active applications that operate on
(semi) real-time data, while remote applications are often re-active applications that operate
on archived data.
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Device Proles

Information such as the role of the device, the sensorpolling interval and many others are de ned
in pro les. Proles play a certral role in the mobile memexas they describe the nature of devices,
sensors,actuators, system resources,applications and preferences. There are two master pro les:

1) the system speci cation prole, and 2) the system preferenceprole. The master pro les are
constructed of sub-pro les. The system speci cation pro le is the sum of all device speci cation

pro les. The systemspeci cation pro le describesin detail every device,sensor,actuator and system
resourceavailable in the system. Basedon this prole the mobile memex can make an inventory

of applications that can operate on the system. Based on the system speci cation prole and the
application inventory the user can create a system preferencepro le.

The following sequencellustrates the processingof pro les from the device speci cation prole to
the device preferencepro le:

1. Devices send their device speci cation prole to system (a device speci cation prole is a
compilation of sensorspeci cation pro les, actuator speci cation proles and systemresource
pro les, provided by the manufacturer).

2. The system compilesthe device speci cation pro les into the sytem speci cation pro le.

3. The systemspeci cation pro les is usedas a basisfor the generic system preferencepro le in
which the user de nes general system settings such asthe level of security and privacy.

4. The systemspeci ation prole and the generic system preferencepro le de ne the functional
system speci cation pro le.

5. The functional speci cation pro le is matched against the list of all available M3X applica-
tion speci cation proles to deduct and compile a list of potential candidatesthat meet the
requiremerts imposedby the system.

6. Basedon the list of candidate applications the userwill selectthe oneshe or shedeemsuseful
and installs the applications. For every installed application the userwill createa corresponding
application preferencepro le.

7. The system will now use the system speci cation prole in combination with the generic
user preferencepro le and the application preferencepro les to deduct the system preference
pro le.

8. The system preferencepro les is split up into device preferencepro les.

9. The deviceswill usethe device preferencepro le to deduct their role in the system and the
individual sensor,actuator and system resourcepreferencepro les.

Figure 2-8 shows the dierent typesof proles in the mobile memex and how they relate to eac
other. Figure 2-9 shows the system speci cation proles and its referencesto individual device
pro les which in turn refer to sensor,acturator and systemresourcepro les.

2.3.2 Interpretation

In generalraw sensordata produced by the sensorsin the physical layer hasto be interpretated and
processednto either cortext or content depending on the nature en encading of the data. Sensor
data is turned into contextual information by encapsulatingthe measureddata in meta-data adding
descriptive information.

The primary function of the mobile memexis to capture the user's context, including the content
obtained in this context, and make it available to applications in a certralized way. Thus cortext
and content canbe consideredthe key conceptsin the mobile memex. Sensordata can be interpreted
to be either context or content depending on the type and encaling of the data.
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Figure 2-8: Pro les in the mobile memex

2.3.3 Context

A deerer understanding of context will allow it to be structured in a more e ectiv ely, and increase
the useability of the system. Context hasbeende ned many times depending on its application or
perspective. In this thesis we will usethe following de nition of context:

"Any information that can be usedto characterize the situation of an ertity [2]"

This de nition introducestwo important new concepts, ertity and situation. An ertity can be a
person, place, object or phenomena. Entities are either physical (i.e. egg salad) or logical (i.e.
email). Context is always assaiated with an entity. In the mobile memex there are three main
entities; (1)the user, (2) the ervironment and (3) the system. The situation of an entity refersto
identifying and describingthe who, what, when, where and why context relevant to the ertity. Each
of these contexts is represerted in one of v e context dimensions:

1. Existential context dimensions: Deals with the identi cation of physical and logical ertities,
where ertities can be objects, people, programs, componerts, attributes, groups or natural
phenomena(tsunami, el-nino). Basically this dimensionidenti es the "who" in a situation.

2. Functional context: Dealswith the identi cation of everts, states, activities and actions.

(a) Event: Events occur when the ervironment changesthe state of the subject ertity. An
evert is generatedwhen an ertity in the ervironment reachesa certain condition that
in uences the subject ertity. An event has no time span, it is either true or false. An
evert triggers a state changeof an ertity. Example: The sun hasdisappearedbehind the
horizon and it is now dark.

(b) State: Every ertity has a number of possiblestatesthat can be activated by events, An
ertity can be in one or more active states simultaneously. The state of an ertity de nes
a timespan during which a set of one or more meaningful or logical activities might take
place. Example: | am blinded by the darkness.

(c) Activit y: An activity is initiated by the ertity and de nes a sequenceof actions required
to completethe activity. Example: goturn on the light.

(d) Action: An action is an atomic unit of activity. The outcome of an action is often an
evert for ertities in the ervironment. Example: Switch the light switch on.
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Figure 2-9: Example XML pro les and relations

Figure 2-10 and gure 2-11 show the relations between everts, states, activities and actions.
Basically this dimensionidenti es the "what" in a situation.

state

activity

environment action

event action

Figure 2-10: An ertity in uences its ervironment and vice-versa

. Temporal context dimension: Deals with the identi cation of date and time such as year,
month, day, hour, minutes, secondsseason®tc. Basically this dimensiondescribesthe "when"
in a situation.

. Spatial context dimension: Deals with the identi cation of location, direction, orientation,
elevation and proximity. Basically this dimensionidenti es the "where" in a situation.

. Relational context dimension: Deals with the identi cation of reasons,relations and assaia-
tions betweeninstancesin the context dimensionsbasedon userinterpretation. The relational
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Action:
Stick fork in cake

A
/Sl\ck fork in cake '\ /Sllck fork in muulh\

/ Eat birthday cake A\

[ A

/ Open presents \
Bob’s Birthday \

20030504120000 T

20030505233000 T

Event:
5 May 00:00
Start Bob’s Birthday

State:
5 May 00:00 * 23:59
Bob’s Birthday

Activity:
5 May 16:00 + 16:30
Eat birthday cake

Event:
5 May 23:59
End Bob’s Birthday

Figure 2-11: Evernts, states, activities and actions

Entity State Activity Action and Event
Bob Alive, Dead Sing Open, Close
Art Asleep, Awake Dance Enter, Leave
Computer Sick, Healthy Explain Pull, Push
Windows Happy, Depressed Drive Take, Drop
El-nino Young, Old Play Receive, Send
Desk Rich, Poor Study Start, Stop.
Fork Slow, Fast Cook Give, Take
Book Grey, White Innovate

Phone Beautiful, Ugly Operate

Sock Dirty, Clean. Construct

Apple Empty, Full. Entertain

Mountain Drunk, Sober Relax

Snowflake Modern, Antique Lunch

Car High, Low

Figure 2-12: Instancesof ertities, states, activities and everts

dimension is dependert on the interpretation and perspective of the user, which is in turn
dependert on typical human attributes such as experience, intelligence, education and emo-
tional state. Consequetly, the rst four context dimensionscan be captured by sensorsin the
mobile memex. The fth hasto be manually added by the user (a personis a kind of sccial
and relational sensor)by useof annotation and assaiation. Basically this dimensionidenti es
the "why" in a situation. Where the rst four context dimensionswork bottom-up ( from the
systemto the context history), the last context dimension works top-down (from the userto
the context history).

The relevanceof contextual information to the useris dependert on a number of factors:

1. Perceptionand situation: basedupon userperceptionwe candivide corntext into two categories
of relevance:

(a) Primary context. This is the context we naturally relate to, usually people, things,
activities, places,time and reasons. The Who (entity), What (activity), When (time),
Where (place) and Why (relation) of a situation

(b) Secondarycontext. corntext with low relevance such as light intensity, temperature and
noiselevel. Of coursecorntext relevancecan depend on the user, situation and application.
What is primary context to one,is secondarycontext to another.

2. Accuracy: Sensor-fusiontechniques can increasethe level of accuracy Sensorfusion is based
on combining sensorsthat provide independend measuremelts of the same information to
produce a more accurate reading.
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Temporal Dimension

Primary Context: Time (When?)

Notation: YR(###)MTH(#)DY (##)HR(##)MIN(##) SEC(##)
ID Format: UCT-24

Relational Dimension Spatial Dimension
Primary Context: Reason (Why?) Primary context: Location (Where?)
Notation: URL(localhost/file.ext) Notation:
ID Format: Annotated URLs in UTF-8 LON (##H# ##H#) LAN (#H H) ALT (HHHE 1)
ID Format: WGS 84
Functional Dimension Existential Dimension
Primary context: Activity (What?) Primary context: Entity (Who?)
Notation: Natural Language Notation: H(4):H(4):H(4):H(4):H(4):H(4):H(4):H(4)
ID Format: OED verbs in UTF-8 ID Format: IPv6

Figure 2-13: The v e context dimensionsand their ID encadings

3. Completeness:In general, more context information can lead to a more extensive assessmen
of a situation. covering all v e sensordimensionswill provide a relatively complete description
of a situation.

4. Abstraction: Dierent situations require di erent represertations, therefore corntext must be
described at the appropriate level of abstraction to be useful. Based upon abstraction or
represenation we can divide context into two separatecategories:

(a) High level: context is preseried in a format that makessenseto the user. An exampleis
the represenation of location coordinates as a visual map of the area. High level context
is suited for the end user of the system.

(b) Low level: context is represerted in a format that does not make senseto the user.
Example; location as a string of coordinates. Low level context is well suited to the
system and applications.

During the represenation transformation of low-level context into high-level context, context
is often converted into content of a textual, arual or visual nature.

Figure 2-14 shows the context layer including examplesof primary and secondarycortext, and the
content layer including content types.

To summarize; The mobile memex de nes context as all sensordata that can be usedto charac-
terize the situation of an ertity and be meaningfully represerned as human-readableplain textual
information with no special formatting requiremerts in the Unicode UTF-8 Characterset.

2.3.4 Content

Content is all data that cannot be lossleslyrepresenied as context, and usually requires external
programs to decade the data in order to be meaningful. Typical content will be digital pictures,
sound les, programs, spreadsheetsand more. Content hasto be decaded or interpreted by external
programs (algorithms) before they can be preseried to the user. Every piece of content has a
matching identit y in the existertial context dimension.

Type, Format and Size

Most content will belongto one of four classes:Visual, Aural, Textual and Executable. Figure 2-14
shows the typesand instancesof cortent that belongto theseclasses.
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avi, mp4, mov,

etc.

html, ppt, etc.

Class Visual Aural Textual Executable
Types Bitmap picture Audio: Wave Document Program

Vector image Audio: Melody Database Applet

Bitmap video Spreadsheet Script

Vector animation Source
Instances bmp, jpg, tiff, svg, mp3, midi, wav, pdf, doc, rdf, ps, exe, com, bat, jar,
(Format) png, ico, gif, mp3, 0gg, mod, wma, xls, sql, java, xml, php, asp, js, etc.

raw, psd, etc.

Figure 2-14: Typesand instancesof the content classes

Somecortent can be a hybrid form and contain textual, aural, visual and executable elemers all
at the sametime.

Sizesof the content are relative to its classand type. Usually visual content takes up the most
spaceespecially streamsof video data. Aural data basedon pulse code modulation (PCM) are also
streams of data and take up a lot of spacealso. Executable content can vary in size depending
on the application complexity. Textual content is usually relatively small but can grow in size if
the documert is a database. In the mobile memex textual content is always preferred above the
other classes. This is becausetextual corntent can usually be processedto extract its content in a
contextual format (for examplea list of keywords) soit can be searted and indexed.

2.3.5 Aggregation

Aggregation is the processof combining the distributed context documerts into one master docu-
ment, and all content into a single repository. The advantage of aggregationis that all information
is certrally available at a singe device using a single interface, this allows applications and services
to operate on the data more quickly and e cien tly.

} Secondary Context

Battery level } Primary Context
} Content

Entity Activity Time Location Reason

Atmospheric

Direction
Pressure

Temperature Light Intensity

Textual Aural Visual Executable

Figure 2-15: Context and content

A Context History

The mobile memex will structure the acquired context basedon temporality into what is called a
"Context History". It is alsopossibleto structure the aggregatedcontext basedon the other dimen-
sion, but sincethe aggregation processitself is de ned by time it is the most logical structure. In
order to createa context history all context must have a unique timestamp.

Fortunately time context is a relatively easyto obtain, asa built in clock is commonin many digital

devices. However to create a context history that is accurateit becomesnecessarythat all clocks in
the systemare perfectly syndironized. In short; there is a needfor a global timeclock mecdanism to
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ensureall clocks usethe samesystemto represen the sametime at the samemomert. Furthermore
this context should preferably be easily obtained through multiple sources.

Every devicein the M3X can add context data of any format and structure. To avoid a garbagein,
garbageout situation there have to be strict rules as how context is identied and represered. so
there is minimal ambiguity and overlap betweenitems.

A Content Rep ository

The content repository is basedon the lesystem of the storagedevice. It is a directory that is ableto
contain all les downloadedfrom the subscribingdevices.All les will have atimestamp asa lename
and a le extensionthat displaysthe le typeand format. This method ensuresthat the content can
be related to the context bearing the sametimestamp. Over time the content repository will grow
very large becausecortent requires more storage spacethan contextual information. Figure 2-14
shows an approximation for the daily storagerequiremerts in a typical M3X system. It is obvious
that content information takesup the bulk of the storage requiremerts. A storage requiremert of
around 7 to 10 GB demonstratesit is economicallyfeasableto record all context and cortent during
daily usage.

# of Type Encoding Size

Items

8 Content: Voicecall (avg. duration: 7 minutes) OGG @ 32Kb/s 13.2 MB

20 Content: Email (avg. size: 3KB) HTML 60 KB

5 Content: Word Documents (avg. size: 200KB) DOC 1MB

1 Context: IM Chatlog (avg. size: 8KB) UTF-8 8 KB

6 Content: Digital Images (res: VGA, size: 64KB) JPG 384 KB

1 Content: Digital Movie (res: CIF, size: MPEG4 @ 200Kb/s 4.4 MB

1440 Context: GPS coordinates UTF-8 (WGS84) 10 KB

1440 Context: Ambient temperature UTF-8 (Celcius) 10KB

2 Content: Digital Business Card (size: 200KB) HTML + JPG 400 KB

5 Context: Other messages (SMS, CallerID) UTF-8 (TXT) 5KB

1440 Context: Directional coordinates UTF-8 (NWSE) 10 KB

1440 Context: Ambient noise level UTF-8 (dB) 10KB

23 Context: Encountered computational entities UTF-8 (IPv6) 2 KB

TOTAL storage space required: 19.5 MB/day
(7.1 GBlyear)

Figure 2-16: An approximation of daily storagerequiremerts for a typcial mobile memex system.

2.4 The Application Layer

The application layer supports applications and servicesthat make use of the context history and
content repository. It is possibleto make a distinction betweenapplication interfacesand services.

2.4.1 Application Interfaces

Application interfaces provide accessto the context history and content repository. The context
history hasa direct interface, targeted at the managemen of collections and individual nodes, and
a query interface that actsasa lter to selectspecic nodes.

2.4.2 Application Services

There are a number of servicesthat provide key functionality to the mobile memex. Most services
deal with the adaptation of items in the context history and content repository in order to achieve
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a high degreeof completenessand uniformity within the system.

Normalization

Normalization of corntext: After the context history is updated with the latest PCH the normaliza-
tion enginewill perform a ched to seeif context typesbelongingto the sameclasshave a common
notation format. If this is not the case,nodesthat deviate from the standard notation are converted.

Normalization of content: The samegoesfor les in the content repository, The systemwill ched to
seeif content typesbelongingto the sameclasshave a commonencading format. Files that deviate
from the common format for those respectedtypesare converted.

Normalization will increasethe uniformity of the context and content, which makesit easerfor
applicastions and servicesto operate on.

In order to ensureportabilit y and compatibility of corntext and content, the normalization process
favors the adoption of open standards (and if possibleopen implementations). And the losslesscon-
versionto these standards. The context history itself is an XML documert in the Unicode UTF-8

format.

The v e context dimensionsare used by the systemto construct a relatively complete description
of the situation of an ertity. Each of the v e context dimensionsalso has a primary cortext type
(Who (entity), What (activit y), When (time), Where (location), Why (relation)). For every primary
context dimensiontype, we try to identify a notation that uniquely identi es that instance, and in
sudh a way that related typesand instancescan be derived from this supertype.

Context normalization and aggregationaccordingto supertypes:

1. A normalized ertit y identi cation system:

In order to uniquely identify ertities, whether physical or logical it is possibleto usethe IPv6
addressingsystem. IPv6 o ers seeral improvemerts over IPv4. Most importantly, with 128-
bit Internet addressesnstead of the 32-bit addresseof IPv4, IPv6 vastly increaseshe number
of addressesavailable from about 4 billion to about 340trillion trillion trillion, enoughto give
every personin the world a personal addressspaceof 55.151.112.953.15@80.302.005.608.984
IPv6 addressesWith this amount of addressesit is theoretically possibleto give every unique
entity in the world its own unique IP address.IPv6 also o ers better security. Together with
abundant Internet addressestheseimprovemerts will pave the way for a huge range of new
applications.

IPv6 is an ideal candidate for a global ertit y identi er. If every devicein the mobile memexhas
its own IPv6 address,and every sensorand actuator contained by the device also as an IPv6
address, these addressescan now function as a uniform identier (URI) for computational
ertities. The IP addresscan be usedto retrieve the speci cations of the device, sensoror
actuator for full identi cation of the entity. This way all the entities in the mobile memex
can be uniquely identi ed. If ertities outside of the mobile memexalso have an IPv6 address,
interactions with ertities in the environment can also be properly identi ed. 1Pv6 addresscan
only be distributed to computational ertites. For common physical ertities and objects such as
a chair or adoor it is possibleto useradio frequencylD (RFID) tags ! that support IPv6. The
combination of IPv6 and RFID tagging allows for the identi cation of most relevant ertities.
With IPv6 any identity can be written asa 128 bit addressin the following format:

HHHH:HHHH:HHHH:HHHH:HHHH:HHH H:HHHH:HH HH

IRFID systems are frequently used for a variety of applications. These include transp ortation, distribution, indus-
trial uses,and animal identi cation. Tagging of products such as clothing and supermarket items.
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Where "H" is a hexidecimal number. For example a microphone sensormight be identi ed
with the abbreviated address: 3 €:80e8:d8::1

. A normalized location coordinate system:

For globally unique spatial coordinatesit is possibleto usethe World Geodetic Systemof 1984
(WGS 84). WGS84is the default datum for most GPS receivers. Besidesbeing a map/chart
datum WGS 84 alsode nes the shape and sizeof the ellipsoid of revolution (an oblate spheroid)
that is consideredto be the best represertation of the Earth. The mobile memexwill usethe
WGS84notation of longitude, latitude and altitude in decimal degreeformat. Basedon these
convertions a M3X locationstamp will have the following format:

LON### #H#HLA  THA#HHHAL THitH #HHE.

Where "#" is a decimal number. For example a location with longitude coordinates 37.399,
latitude coordinates 122.018,and altitude coordinates 14.021will be written as:
LONO037.399LAT122.018ALT014.021.

. A normalized time system:

Coordinated Universal Time or UTC, alsoknown ascivil time, is the referencetime zonefrom
which all other time zonesaround the world are calculated. It is the successomf Greenwich
Mean Time (GMT), This time scaleis kept by time laboratories around the world, and is
determined using highly preciseatomic clocks. UTC is the time distributed by radio stations
that broadcasttime using the Radio Data System (RDS), and can also be obtained from the
Global Positioning System (GPS) satellites. UTC includesthe date in the Gregorian calendar
system and the time accordingto Universal Time (UT) in 24 hour notation (Military Time).
Basedon these corventions a M3X timestamp will have the following format:

YYYYMMDDHHMMSS

The part "YYYYMMDD" represers the date represerted as decimals and according to the
Julian calendar. Where "YYYY" is the year, "MM" is the month and DD the day.

The part "HHMMSS" represerts the time represeried as decimals and according to the uni-
versaltime (UT) systemin 24 hour military notation. "HH" is the hour, "MM" are minutes
and "SS" are the seconds.

The date and time at a certain momern, for example "25 Septenber 2003, 15:37:10UT" is
written as: 2003092515370

. A normalized activit y identi cation system:

To uniquely identify activities, it is possibleto extract a list of all verbs from the Oxford
English Dictionary (OED). This is of coursenot a fool-proof method asthe systemhasto deal
with all the pitfalls a speci ¢ languagemight o er. At the momert however, it seemslike the
most suitable solution. English verbs might be mapped to verbs of other languagesby the use
of online translation servicesor vice versa.

For the systemto recognizeactivities it hasto useinferencetechniquesin combination with Al
patterns and algorithms. For exampleto reconginzea useris performing the activit y "sleeping"
it hasto combine the pulse reading for the ertity "user" in combination with the reading for
time (night), the reading for light intensity (dark), and perhaps the reading for movemert
which is in turn a combination of locations at di erent times (not moving). Even after all this
inferencethe conclusionof the systemmight be wrong. Maybe the useris sleepingin a moving
train for example.

. A normalized relation identi cation system:
To uniquely identify userannotations and assaiations that provide relational information such
asthe reasonor sccial status of a situation.
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Annotations are unicodetext elds that are lled out by the userin natural languageto describe
the social or relational situation of an ertity. If the syntax / semarics of a user annotation
can be extracted, proposition logic might be usedto formally describe annotations where the
nouns point to ertities and verbsto activities in the context history.

An assaiation is a set containing one or more XPATH queries (a query might refer to only
one node, in this caseit could be seenasa kind of URL) that when combined de ne a set of
context and content that has meaningto the user.

To infer new data typesin the relational dimension from user annotations and assaiations
is extremely di cult. relational information in the form of unicode annotations and XPATH
assaiations are therefore simply addedto its corresponding timestamp in the context history.

From the supertypesit is possibleto infer or refer subtypesthat can then be abstracted into their
required represenation and format.

Abstraction

It is also possibleto make a distinction betweencontext basedon their represenation:

1. Low level context is context that is not very meaningful to the user. When location is preseried
asa string of coordinates the user cannot relate to, it is next to useless.

2. High level context is context that is meaningful to the user. If the low-level string of coordinates
is representied as a placenameor a map it doesbecomemeaningful.

System applications operate on low-level represertations of data (arrays, binary, etc.), while end-
user will expect high-level represertation of the samedata (images, descriptions, etc.). Dierent
situations require di erent represenations. The abstraction layer can make useof XSLT templates
to transform context into meaningful represenations. The abstraction processcanbe both losslessas
well aslossy For example,an abstraction of spatial coordinatesinto a ZIP code is a lossy operation.
Some abstractions can combine data from seperate sourcesinto one single represertation. Other
abstractions might be text to voice-XML or a VRML represeration of proximity data.

Extraction

When corntext data is aggregated,it is possibleto construct logical-sensors.A logical sensoris an
application that takesthe output from one or more sensorsas its input to produce new context or
corntent asits output.

there are two typesof logical sensors:

1. Inference sensor: Existing sensorinformation is combined with knowledge represerted as al-
gorithms to infer new sensorinformation. For example if the system knows the position
information for two separateertities at the sameinstant in time it can calculate their proxim-
ity. It is also possibleto extract context from content; a recordedvoicecallis abstracted by a
speeth-to-text application into atext le. The text le servesasinput to a keyword extraction
sensorto producescortext in the form of a list of keywordsthat canbe searded sothe corntent
can be more easily retrieved.

2. Referencesensor: A referencesensorusescontext or content in combination with an external
sourceto obtain new data. Many external sourcesare available on the internet such aslocation
seners, route planners, weather seners, news sener, movie databases,cd databasesetc. For
exampleif a time sensoris combined with a RSSnewssener it is possibleto obtain the news
or a weather report at that time. An mp3 music le canbe usedin combination with CDDB
to extract the songtitle and author and mp4 video les can be usedwith IMDB to extract
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its video cover and related contextual material. GPS coordinates can be used with location
sener to retrieve maps and directions, and so on. Many referencesensorscan also be usedin
the abstraction process.

Annotation

The original memex allowed the user to annotate its cortents. In the mobile memex the system
can do automatic annotation of content by using its context. However the systemis not able to
automatically add the relational context dimension. Therefore the mobile memexalso provides the
user the possibility to annotate documerts and les and thus add the relational context dimension
to the context history. Figure 2-14 shows an example of content with automatic context annotation
and the option to add additional user annotations.

Item : Digital Photo

Date : WED, 12 FEB 2003
Time :11:34 GMT+1

Loc. : Switzerland, Villars
Act. : Skiing holiday
Ann. : Annotate this item

Related content:

View other images (23) taken in this context:
index, previous image, next image

View other content (55) related to this context.
Index, voicecall, email, news

View other content (71) related to activity
Index, skiing, holiday

View other content (245) related to location.
index, europe, switserland, villars

Figure 2-17: Automatic annotation, and related content query suggestions

Asso ciation

The original memex also provided a meansfor the user to assaiate documerts he or she thought
were related in somemeaningful way. The mobile memex achievesthis by allowing the annotation
of setsof queriesthat in turn de ne setsof related context and content. its a bit like bookmaking a
particular query the user found useful so the information it refersto can be easily retrieved later.

Administration

The user cortrols the systemand not the other way around. The administration engine allows the
user to de ne preferencepro les and constraints that de ne how the system will function. these
pro le cancortain anything from sensorpolling intervals, preferred network interfaces,security set-
tings to sharing constraints and more.

The usercan select,install and uninstall applications that can function on the available sensordata
and within the constraints setby the user. The administration enginealsoallowsthe userto monitor
the internal state of the system (capacity of systemresourcespattery capacity, network bandwidth,
used storage capacity etc) as well as the ability to manually add, modify and delete (contextual)
nodesand les.

Application  Classi cation

There can exist many di erent typesof applications eat with their own characteristics and func-
tionality. Figure 2-18 shows a number of applications characteristics that determine their function
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and location in the mobile memex.

Behaviour Pro-active Re-active
Location Local Remote
Target System User
Operation (semi) Real-time data | Archived data

Figure 2-18: Application characteristics in the mobile memex

1. Re-active vs Pro active: It is possibleto make a distinction between re-active applications
and pro-active applications. Re-active applications react to userinput with output. This is a
pull-based application model. A pro-active application usesa push-basedmodel and if certain
conditions are met, will automatically try to notify the user by using actuators available in
the system.

2. Realtime vs Non-Realtime data: Another distinction between applications can be made de-
pendingon the timelinessof the data they operate upon. Applications that operate on real-time
data, and applications that operate on historical data (or a combination of the two).

3. Local vs. Remote Applications: Applications that depend on realtime information will have
to be available to the userwhere this data is generated.

4. Systemvs. User Applications: Systemapplications are often logical sensorstheserun cortin-
uously in the background and do not have a user interface or require user interaction. User
applications are designedto augmert the userin someway and consequetially do have a user
interface.

2.5 The Augmen tation Layer

3rd party applications provide the functionality to augmert the userin dierent tasks. Applica-
tions canrangefrom augmerted memory, augmented navigation, augmerted engineering,augmerted
training to augmerted medication and others.

The secondary-tasknature, proactivity, and sensorsof wearablesmake them a natural match for
software agert technology. Software agerts are programs that continuously run in the badground,
sensingtheir environment and occasionally proactively acting on behalf of their user [Maes, 1994].

2.5.1 Licklider's Man-Computer Symbiosis

The augmertation layer supports to a certain extent what was described in 1960by J.C.R Licklider
in his theory of a "Man-Computer Symbiosis":

The Man-computer symbiosis is an expected developmert in cooperative interaction between men
and electronic computers. It will involve very closecoupling betweenthe human and the electronic
members of the partnership. The main aims are 1) to let computers facilitate formulativ e thinking
asthey now facilitate the solution of formulated problems, and 2) to enable men and computersto
cooperate in making decisionsand controlling complex situations without in exible dependenceon
predetermined programs.

The de nition of symbiosisin generalis:

"Living together in intimate assaiation, or even close union, of two dissimilar organ-
isms."
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The Licklider symbiosis suggestthat human brains and computing deviceswill be coupled very
tightly. There exists a synergy betweenthe two ertities. For example computing machines can do
readily, well, and rapidly things that are dicult or impossiblefor man, and man can do readily
and well, though not rapidly, many things that are dicult or impossiblefor computers. They are
complemenary. The information systemwill do asmuch diagnosis,pattern-matching, and relevance-
recognizingasit protably can, but it will accepta clearly secondarystatus.

The secondary-tasknature, proactivity, and sensorsof portable information devicesin the mobile
memex make them a natural match for software agert technology. Software agerts are programs
that continuously run in the badkground, sensingtheir environment and occasionally proactively
acting on behalf of their user[Maes, 1994].

2.5.2 Augmen tation Applications
Someexamplesof possibleuser applications in di erent elds of augmertation are:

1. Augmented Security: Remotesurveillance. Figure 2-19shows the usecasefor a remote surveil-
lance application. Remote surveillance is an example of a user allowing certain parts of the
context history to be shared. A child might agreeto allow her parerts to monitor her location
during schooltime. A parents will receive a messagavhen sheleavesthe school compound, so
they can call her to ched if everything is all right.

2. Augmented Entertainment: Smart toys. Smart toys can operate on setsof context data to make
them act more realistically and lifelike. One can imagine a system not unlike "T eddy" [10].
The teddy might recognizean activit y such asscool and react semi-intelligent with a question
such as: "How was school this morning?". Yes;Eliza the teddy is your best friend. Toys that
combine context information from multiple related userscan awnserquestionssuch as: "Where
is Bob now?". Of course;besidescontext it needsplenty of Al and and knowledge patterns to
function realistically.

| —7 Monitoring Conditions ©
(from use cases) —
Set Conditions

A
<<depends on>L> \
/ . (from use cases)
Remote Suneillance Suneilant Active Coaching Applicati
Application Subject (fom actors) ctive Coaching Application
(from actors) User

(from actors)

Monitor Subject Instruct / Advise

(from use cases) (from use cases)

(@) (b)

Figure 2-19: This Figure contains two panelslabeled (a) shaving augmerted surveillance, and (b)
shawing augmerted coading.

3. Augmented Finance: Finance planning, shopping. Finance planning and shoppingapplications
dealwith money. Every time the userusesa digital cashcardor an internet banking application
to make transactions cortext is created. If the user buys stocks it can be tied to an external
sourceon the internet that providesthe most recert price and can proactively notify the userif
certain levels are reached. Augmented shopping can be an application that usesa refrigerator
that "content-aware" in the sensethat it canidentify the typesof productsit contains if these
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products are tagged with RFID tags. This refriderator also has a network connectionsuch as
a PAN,LAN or WAN interface and can pro-actively notify the userif his or her location is in
closeproximity of a super-market and he or sheis low or out of somestock products such as
milk or eggs.

4. Augmented Coaching: Active Sports Coacing. Figure 2-19 shows the use casefor a remote
surveillance application

5. Augmented Medication: Healthcare monitoring Augmented Medication can help people by
monitoring vital signssuc aspulse,salinity-levels,glucoselevels, body temperature and others
to identify certain physical state that require medical support. A pro-active system might
notify the user and contact the appropriate emergencyservices(these external sourceshave
to beidenti ed in the application preferencepro le rst) if nescessaryFigure 2-20 shows the
use casefor an augmeried mediacation application

O
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(from use cases)

-

Monitor Physical State (User)<| Specify external senices

(fro S) (from use cases)
——C > |~
Medical Monm{ Notify User Emergency Senice Provide additional information
Application User (from actors) ) ;Q\

(frof Sy
(from actors) @ ;Q\

Notify 3rd Party Travel Navigation Application
om use cases) User from use cases)

O (from actors)

Inject Insuline

(from use cases)
(from use cases) /

(@) (b)

U
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S
a

) External Service
Navigate

(fromactors)

U

Instruct / Advise

Figure 2-20: This Figure cortains two panelslabeled (a) shaving augmerted medication, and (b)
shawing augmerted navigation.

6. Augmented Navigation: Navigation and Guidance

An augmerted navigation application will only work if there are sensorsinstancesavailable in

the Spatial dimension. GPS is one of the most common sensorsand can provide the global
position of the user. This information can be usedwith external sources(using the reference
layer) to provide real time information on the current location of the userand the best path to

his or her destination. Additional cortextual information can be taken into accourt to opti-

mize navigation betweenpoint, suc astrac and weather conditions, the amount of gasoline
in the car, and soon.

If usersshare their positional data with others it is possibleto calculate the shortest path
between two dynamic points. There are many applications possible that aid navigation in
dierent ways. These can be based on proximity, speed, accelleration, location, altitude,
direction and other sensorinstances. Figure ?? shovsthe usecasefor an augmerted navigation
application
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7. Augmented Memory: Personal Seart Engine.

In the eld of augmerted memory there can be a variety of applications. The personalcontex-
tual seard enginediscussedn Chapter 4 is one of them. Another application is the Reminder
service. A reminder service can pro-actively notify the userif certain conditions are met. If
a personwalks past the supermarket the appliciation will ched the position and time of the
userand if both location and time are within setboundaries(i.e. the useris near the shopand
the shopis open) the userwill receive a messagaeminding him/her of a certain task (i.e. buy
milk). This example also shows that Applications in dierent elds can overlap (augmerted
shopping and augmerted memory applications both augmert the userin getting the needed
products at the appropriate time).

Augmented memory applications can help peoplewith memory disorderssud as Alzheimer to
improve their quality of life. But it can also be beni cial to most peoplethat needto retrieve
information related to memory and experienceat certain times.

Figure 2-21 shows the use casefor an augmerted memory application

O
Perform Search <<extend>> TimeOut
(from use cases) (from use cases)

Personal & Contextual =
Search Engine Applicati...
(from actors)

Browse Results

(from use cases)

/

Figure 2-21: Augmented memory

2.5.3 Priv acy, ethics and other social issues

In every systemthat dealswith personalinformation privacy is a major isssue.The mobile memex
is no exception and should support su cien t levels of privacy and security to the user.

There are at leasttwo weak points in the system; 1) The body areanetwork wherethe personaldata
is collected, and 2) The storage device where the ertire context history is stored. wirelessnetwork
technologiesbroadcast the information in a certain radius. Wired network technologiesonly send
the information over a wire and are therefore inherently more secure. There are a number of ways to
make wirelesstechnologiesmore secure: 1) usea smaller transimssion radius (upt to 2 meter radius
for the BAN, a 10 meter radius for a PAN, a 100 meter radius for a LAN and a 1500mradius for a
WAN), and 2) usestrong encryption on the connections.

Other ethical issuesare our increaseddependencyon information systems. Somepeople argue that
the pocket calculator made people forget how to calculate. If one continuesthis line of though it
can also be argued that augmerted memory might lead to increasedforgetfullness, and augmerted
navigation could result in people not being able to nd their way around by themselves anymore.
Of coursethis all remainsto be seen. We assumeaugmertation is a good thing aslong as there is
a choice, sothe user can decidewhen to use,or when not to use certain functionalities.

The caseof augmerted medication is another issueas thesekind of systemscan automatically (or
possibly even remotely) in uence the physical and mental condition of the user. Furthermore an
augmerted medication system that can automatically apply a dosageof a certain medicine to its
user must be completely accurate and reliable. One could argue if an ad-hoc system basedon per-
sonal information deviceswith a range of common sensorsmeetsthe requiremerts for this kind of
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augmertation application.

Chapter 3 will examine network technologiesand encryption techniquesthat meet the security and
privacy requiremerts for generaluse.
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Chapter 3

Requiremen ts and Design

3.1 M3X Software Requiremen ts Speci cation

This chapter describesthe Software Requiremeris Speci cations for the mobile memex (M3X) ac-
cording to the guidelinesof the IEEE 830-1998standard for creating SRS documerts [40].

3.1.1 Purp ose

The purposeof the SRSis to investigate the possibility of using common mobile information devices
as a basisfor an automated autobiographical context aggregationand archiving system. The M3X

systemis a framework that supports corntext aware applications. It strivesto be fully customizable
to the usersneedson both the hardware (devices)and software (applications) side of things. These
speci cations will serve as a guideline for future M3X work.

3.1.2 Scope

This sectionwill identify the software product to be produced by name and explain what the soft-
ware product(s) will do.

In this thesisthere exist two products:

Name: The Mobile Memex (henceforth M3X)

Objective: : Distributed sensordata aggregationand archiving in the body area network.
Purpose: Create an autobiographic context history of a user.

Product : Document. The product of this project will be a detailed overview of functional
requiremerts that needto be addressedin order to construct the mobile memexsystem.

Name: The personal conceptual seard engine (M3X augmertation application)

Objective : Local and remote retrieval of personal contextual information and related content
Purpose: Augment the user's memory by o ering retrieval cuesthrough queries.

Product: Application. A proof of concept application - the personal seard engine, will be
deweloped to demonstrate the viabilit y of the system. The M3X personal seard engine will
be useful for retrieving contextual information and the content createdin the corntext by using
a web basedinterface much like Google that allows the user to produce a query returning
relevant information. Pleaserefer to Chapter 4 for a more detailed description of the proof of
conceptapplication.

3.1.3 Denitions , acronyms and abbreviations

This sectionwill provide the de nitions of all terms, acronyms and abbreviations required to properly
interpret the SRS. Figure A-1 in Appendix B shows the acronyms usedin the systemrequiremerts
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speci cation.

3.1.4 References

This section provides a list of all documerts referencedto elsewherein the SRS. Pleaserefer to the
bibliography appendix in the back of this thesis.

3.1.5 Overview
This subsectionwill describe how the SRSis organized:
1. Section1 will describe what the rest of the SRScortains and explain how the SRSis organized.

2. Section2 will give a generaloverview of the functionalit y of the project (C-requiremerts). This
functional overview is usedto establisha context for both the informal requiremerts de nition
asswell as the technical requiremert speci cations. Section 2 consists of six subsections,as
follows:

Product perspective. This section puts the product into perspective with other related
products, and relates the requiremerts of the larger systemto the functionality of the
individual software componerts. Also identied are the interfaces between the system
and these software componerts.

Product functions. This section will provide a summary of the major functions that the
software will perform.

User characteristics. This sectionsdescribes the general characteristics of the intended
usersof the M3X system, including educational level, experience, and technical experi-
ence.

Constraints. This section provides a general description of any other items that will
limit the developer's options. Thesecan include constraints such ashardware limitations,
interface constraints and security constraints.

Assumptions and dependencies. This section lists eat of the factors that aect the
requiremerts stated in the SRS. Thesefactors are not designconstraints on the software
but are, rather, any changesto them that can a ect the requiremerts in the SRS.

3. Section 3 we will give a detailed overview of the functional and non-functional requiremerts
of the project (D-requirements). Section 3 consistsof six subsections,as follows:

External interfaces. This section contains a detailed description of all inputs into and
outputs from the M3X software system. It complemers the interface descriptions in
section 2 but doesnot repeat information there.

Functions. This sectiondiscusseghe functional requiremerts that de ne the fundamental
actions that must take place in the software in accepting and processingthe inputs and
in processingand generating the outputs.

Performancerequiremerts: This section speci es both the static and dynamic numerical
requiremenrts placed on the software or on human interaction with the software, as a
whole.

Logical database requiremerts: This section speci es the logical requiremerts for any
contextual information that is to be placed into the native XML database. This may
include the context dimensionincluding unique instance IDs, Content ertities and their
relationships and typesof information usedby various functions.

Designconstraints. This sectionspeci es designconstraints that canbe imposedby other
standards, hardware limitations etc.

Software system attributes. This section preseris a number of attributes of software
that can serve as requiremerts. Someexamplesare reliabilit y, stability, portabilit y and
maintainabilit y of the system.
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3.2 Overall Description

This section speci es the role the M3X plays in its ernvironment and how it interacts with its
environment to full that role. It species all interfacesbetweenthe software and its environment
including hardware, software and human systems. It also speci es all constraints imposedon the
software designand implemertation.

3.2.1 Product Perspective

The product perspective puts the product into perspective with other related products, and relates
the requiremerts of the larger systemto the functionality of the individual software componerts.
Also identi ed are the interfacesbetweenthe systemand recommendedsoftware componerts.
Figure 3-1 preseris a block diagram that shows the major componerts of the larger system.

/ System \
XML Signature XML Signature Local Normalization :
y - X S
XML Encryption H XML Encryption Application Storage Device
A 4
XML XUL XSLT
parser interface templates normalization templates
WEBDAV PN ) VI XSLT
remote application interfacg = | XPATH query interface < abstraction templates
User < > .
Access Device t update i i
Application Repository
REMOTE / LOCAL Context History NXD Content Repository FS
SYSTEM / USER
¢ A A
M3X profiles update store

SYSTEM / APP / DEVICE
»| |Acquisition & Interpretation| P . . .
> e Engine P Publishing Devicel¢—»{|  XML:DB interface Subscriber Device

Environment Yy

> ACqUiSitiOr:Efgz:leel’pretatiOn Publishing Device [P Aggregation Engine

Figure 3-1: Overview of the M3X system architecture

The mobile memexis dependert on a number of standardized software componerts. These compo-
nents provide a standardized platform aswell as standardized middleware on which the system can
be built. Below we proposea number of software componerts recommendedfor usein the mobile
memex:

Application Platform:
1. JAVA J2SE,a JAVA virtual machine (JVM) is the programming platform for subscribing
and storage applications.

2. JAVA J2ME, a "kilob yte" virtual machine (KVM) for the publishing applications. Small
devicescan user a connectedlimited device con guration (CLDC) prole, which is part
of the Mobile Information Device Prole (MIDP). CLDC-based pro les are targeted at
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very constrained deviceswith somekind of network connectivity: Cell phones,interactive
pagers, low-end PDAs. Medium device can use the a connected device con guration
(CDC) pro le, which is part of the Personal Prole. CDC-based pro les are target at
relatively constrained connecteddevicessud as High-end PDA's, Set-top boxesand the
like.

P2P device networking toolkit:

1. IXTA (http://www.jxta.org/) JIXTA technology is a set of open protocolsthat allow any
connecteddevice on the network ranging from cell phonesand wirelessPDAs to PCs and
seners to communicate and collaborate in a P2P manner. The JXTA referenceimple-
mentation usedin the mobile memexis written in JAVA.

2. IJXME (http://jxme.jxta.org/) The purpose of project JXTA for J2ME is to provide
JXTA compatible functionalities on constrained devices using the Connected Limited
Device Con guration (CLDC) and the Mobile Information Device Prole 2.0 (MIDP).
The range of devicesinclude the smart phonesto PDAs. Using JXTA for J2ME, any
MIDP deviceis able to participate in P2P activities with other MIDP devices. At the
sametime, a MIDP deviceis able to participate, with somerestrictions, in P2P activities
with JXTA peersrunning on desktops/workstations/servers.

Remote application interface:

1. HTTP Sener (http://h ttp d.apadie.org/) a websener such as Apache, used for hosting
remote M3X applications.

2. TOMCAT (http://jak arta.apache.org/tomcat/ Tomcat is the servlet container that is
usedin the ocial Referencelmplementation for the Java Servlet and JavaSener Pages
technologies.

Remote application user interface:

1. XUL (http://www.mozilla.org/pro jects/xul/xul.h tml) XUL (XML User-interface Lan-
guage)is a cross-platform languagefor describing user interfacesof applications.

2. SVG (http:/imww.w3.0rg/TR/SV  G/) Graphical User Interface Elemerts such as icons
can be described using the ScalableVector Graphics speci cation.

Remote application authentication and encryption:

Applications that will be remotely accessiblewill have to perform authentication, so only
authorized user can accessthe application and its content. An authenticated user will then
communicate with the application over a secureconnection:

1. XML Signature (http://www.w3.org/Signature/) XML compliant syntax usedfor repre-
serting the signature of Web resourcesand portions of protocol messageganything that
can be referredto by a URI) and proceduresfor computing and verifying such signatures.
XML Signature recommendsa standard meansfor specifying information content to be
digitally signedand for represeting the resulting digital signaturesin XML. Someappli-
cations require the ability to specify a subsetof a given XML documernt asthe information
content to be signed. The XML Signature speci cation meetsthis requiremert with the
XPath transform.

2. XML Encryption (http://www.w3.org/Encryption/) A processfor encrypting/decrypting
digital content (including XML documerts and portions thereof) and an XML syntax
usedto represen the (1) encrypted content and (2) information that enablesan intended
recipiernt to decrypt it.
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Remote Administration Application:

1. XINCON (http://metzner.org/pro jects/XINCON/) a prototype of a web and webdav
administration interface for the Xindice NXD, XINCON is a servlet that provides a
frontend to XPath asa remote M3X application.

Content Repository FS:

1. REISERFS (http://www.namesys.com/) the ReiserFSis a general-purpose le system
which usesjournalled metadata.

ReiserFSis a suitable lesystem for storing cortent. Performanceis greatly improved by
the useof dancing trees, wandering logs, allocate on ush, a repader, and encryption on
commit. ReiserFSfeaturesa sematrtic layer, which meansamongst other things that all
attributes of a le are alsostoredin a le. Attributes could be: owner, ACLs, last time
of change,name of le. Within ReiserFSthere could be unlimited number of attributes
attached to one le. These attributes can be used by the mobile memex to specify
content class,type and instanceand attach somecontextdimensionIDs such astimestamp,
locationID, annotation etc. In Reiser4an object can be both a le and a directory at the
sametime. If you accesst asa le, you obtain the named sequenceof bytes. If you use
it asa directory you can obtain les within it, directory listings, etc.
Reiserwascontracted by Darpa to realize security featuresnot found in other Filesystems.
For example,when someonereadsa certain le, aemailis sert to the administrator. This
meansthat in the mobile memex, all interactions with its content can also generatenew
cortext (when the le wasopened,how many times it was opened, by who it was opened
etc.) this context can then be stored as contextual attributes in the le object itself.

Context History NXD:

1. Xindice (http://xml.apac he.org/Xindice/) a native XML database (NXD) system. An
alternativ e is eXist.
Apache Xindice is a databasedesignedfrom the ground up to store XML data or what is
more commonly referred to as a native XML database. The benet of a native solution
is that you don't have to worry about mapping your XML to someother data structure.
You just insert the data as XML and retrieve it asXML. You alsogain a lot of exibilit y
through the semi-structured nature of XML and the schemaindependert model usedby
Xindice. This is especially valuable when you have very complex XML structures that
would be dicult or impossibleto map to a more structured database.

Context history query language:

1. XPATH (http://www.w3.0rg/TR/xpath)  XPath is a languagefor addressingparts of an
XML documert, and can function as a query language for NXD's. An alternativ e to
XPath is XQuery (http://www.w3.org/TR/xquery/).

Serviceapplication templates:

1. XSLT This is the transformation language,which lets you de ne a transformation from
XML into someother format. For example,you might use XSLT to produceHTML, or a
dierent XML structure. You could even useit to produce plain text or to put the infor-
mation in someother documert format. An XPATH expressionspeci es a pattern that
selectsa set of XML nodes. An XSLT template is a set of transformation instructions
that apply to the nodesselectedby the XPATH expression.

2. XSL-FO, The "o w object" standard. This standard gives medanisms for describing
font sizes, page layouts, and how information "o ws" from one pageto another. It is
used by the mobile memex for situation, preferenceand device speci c preseriation of
information.
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Advancedencryption standard:

1. AES Rijndael (http://csrc.nist.go v/CryptoT oolkit/aes/rijndael/Rijndael-a mmended.df)
Rijndael's combination of security, performance, e ciency, easeof implementation and
exibilit y make it an appropriate selectionfor the Mobile Memex. For example Rijndael
can be implemented on deviceswith very low processingand memory capacitiessuch as
a javacard. Rijndael AES hasthe potential to remain securewell beyond twerty years.

Vocabulary Description Language:

1. RDF (http://www.w3.0rg/TR/rdf-sc  hema/) The ResourceDescription Framework (RDF)

is a general-purposelanguagefor represerting information in the Web. Information on
the Semartic web, rather than being in natural languagetext, is maintained in a struc-
tured form which is fairly easyfor both computers and peopleto work with.
The structuring is simple: knowledgeis expressedas descriptive statemerts, saying some
relationship exists betweenonething and another. "Jane hasa mother, Susan"or "Susan
is a mother of Jane". An enormousamournt of people'sknowledge can be expressedin
sertenceslike these. "Part #4521 has a price, $19.95." "George has a city of residence,
Washington D.C." "The United Stateshasa presidert, GeorgeW. Bush." This kind of in-
formation structuring was standardized as RDF. Sematriics of corntext can be represened
in RDF documerts relevant to the constructions of onthologies essetial to applications
in the augmertation layer. RDF could be usedto describe content assaiations.

The M3X software componerts will rely on the availability of hardware devicesthat can provide
sensorinformation, a BAN connectingthem and a P2P protocol that allows for automatic discovery
of devicesand servicesin an ad-hoc network. The M3X also relies on a native XML databaseand
a web sener supporting servletsthat can remotely be accessedrom any web browser.

For a deviceto qualify asan M3X deviceit hasto support:
JXTA: A peerto peerprotocol that allows for ad-hoc networks of di erent devices.

Sensorg0..n): Including an API that allows the JXTA basedapplication to gain accesdo the
sensors

Actuators (0..n): Including an API that allows the JXTA basedapplication to gain accessto
the actuators

a network interface that provides accesgo the M3X peergroup

In the M3X there can be 4 di erent devicesbasedon their role and function in the mobile memex
asde ned in the device preferencepro les:

A publisher device: This is a portable M3X device containing one or more sensorsand zero or
more actuators. A publishing device is responsible for the acquiring, padaging, caching and
publishing of sensordata.

A subscribing device: A portable M3X device with zero or more sensorsand actuators and
a fair amount of CPU and Memory resources. A subscribing device is responsible for the
aggregationof published sensordata into a partial context history.

A storage device: A portable or stationary M3X device with abundant CPU and Memory
resources.A storage deviceis responsible for the storing of the complete context history and
the querying hereof.

An accessdevice: A device with accessto M3X enabled applications that can operate on
the partial context-history contained in a subscribing device or the complete context-history

cortained in the storagedevice. An accesgsleviceis responsiblefor allowing the userto interact
with the systemto retrieve contextual information and related content from any devicecapable
of browsing the internet.
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Figure 3-2: Diagram view of functional interaction betweendevices

Figure 3-2 givesa schematic overview of the main interaction betweentypesof devicesin the M3X.
It is possible for a deviceto perform multiple roles at once. A subscribing device can also be a
publishing device, a storage device and an accessdevice. If one deviceis able to perform all roles,
the minimum number of devicesrequired for a working M3X systemis 1. For a fully functioning
M3X there needsto be at least one of every kind. A fully functioning M3X is a systemthat both
acquiresnew cortext-data and content, and allows the userto accesshesecontext and content by
use of M3X enabled applications. In the M3X Peergroupthere can be 0..n publishing device, 0..n
subscribing devicesand 0..1 storage devices. Typically there will be 3 to 4 publishing devices, 1
subscribing device and 1 storage device.

In terfaces

Here we list eat systeminterface and identify the functionality of the software to accomplishthe
systemrequiremert and the interface description to match the system:

Remote M3X application: accessiblefrom any device with a web browser able to parse XML
and a network connectionto the server running the remote application.

Local M3X application: accessiblefrom the host device running the application (subscribing
device or storagedevice)

Native XML Database: hosted by the storagedeviceand accessibleo subscribing devicesand
applications. Subscribing devicescan only add to the NXD whereasapplications will also be
able to modify/delete ertries.

Query interface: XPATH query interface capableof sendingand retrieving (sub-)setsof context
from the XND to the application.

Interdevice communication: devicescan discover other nodes and servicesby joining a peer-
group. Communication with other devicesis done by using the JXTA protocol.

Network interface: devicescan use di erent network interfaces and protocols depending on
their capabilities and on the suitablenessfor a certain task. Protocols can be everything from
TCP/IP , PadketRadio, HTTP and others. Every device should have at least one network
interface that is able to contact the M3X peergroup.

User interfaces:

M3X application Ul: interfacedependert on the type of application and the deviceand platform
it is running on. Preferable the interface would be UIML or XUL based.
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M3X administration Ul: interface running on a subscriber device. It is alocal M3X application.
Although there can be multiple subscribing devicesin a M3X system, there can be only one
M3X pro le. The administration Ul allowsthe userto de ne constraints (set privacy and secu-
rity constraints) and application speci c settings. It is herethat the user can install/uninstall
M3X applications and monitor the internal state of the system (such a network performance,
memory usageand battery levels).

Personal Seart Engine Ul: This is a remote M3X application (although it is also possibleto
createa local version) and allows the userto formulate a seard query in order to obtain results
from the NXD.

Hardware sensor(input) interfaces:

Sensorsin the mobile memex provide the input for the system. Below we describe a number of
sensorinterfacescommonly found in personalinformation devices:

GPS: The Global Positioning System can provide the systemwith detailed positional coordi-
nates of the user.

CMOS,CCD: CMOS sensorscan be usedto create digital imagesof the ervironment.
Light intensity: CMOS sensoroften come combined with light intensity sensors.

Microphone: Microphones are integrated into the communicator and can measurevoice and
ambient sounds.

Keypad: A keypad can be found on devicesthat t into a userspocket. These are discrete
sensorsto measureuser input.

Keyboard: A keyboard can be found on large classdevicessuch as laptop's and workstations.
These are discrete sensorsto measureuser input.

Mouse, Trackball, Pointer: A sensorthat is able to record the hand/ nger movemert of a user
Touch screen: A sensorthat is able to senseuser interaction with the display.
Altimeter: Altimeters can be found in sports watchesand measurethe current altitude.

Barometer: Barometers are also commonly found in sports watchesand measureatmospheric
pressure.

Thermometer: Thermometers can measurethe temperature in degees C.

Accelerometer: Accelerometersare an example of medanical sensorsand can measurethe
accelerationof an ertity.

Geomagnetic: Geomagneticsensorscan be found in watches, phonesor GPS devicesand can
measurethe direction.

Conductivity: Conductivity can measurethe ability to conduct electricity betweendi erent
points. These can be usedto sensethe physical or mental state suc as stressby conducting
electricity betweenpoints on the usersbody. Becausesweat contains more salt it will conduct
better.

Electro Cardiac: Electro cardiac sensorscan be found in medical equipmert.
Infrared: Infrared is commonly found on remote controls and canbe usedasa network interface.
Network sensor. A network interface can be regarded as a network sensor. It can sensethe

connection quality and bandwidth but also all information received over this connection.
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Compass. A compassgivesdirectional information basedon the earth magnetic eld
Inclinometer. An inclinometer can measurethe angle of an inclination.

Gyroscope. One prerequisite is that the sensorhas to be portable and operate within a
reasonablepower-rangethat doesnot exceedsystem speci cations.

There exist many more sensorgGas sensorsBiological sensorsPiezoelectric sensorsMotion sensors,

Proximity sensors,Wind speed sensors,etc), It is however not our intention to give an exhaustive
list, and therefore only listed the most common sensors.

Software sensor(input) interfaces:
SMS,MMS,IM: All messageshat enter and leave the systemthrough its network interfaces.

Email,agenda,notes. Textual represeration of information sensedby applications running on
the system (an applications functions as a software sensor).

Application logs (key logger, browsing history)

Newsfeeds(RDF, RSS), Blogs. Information that can periodically be polled by internet con-
nected applications.

Hardware actuator (output) interfaces:
Screen: A display or screenis able to visually presert information to the user.
Speaker: A spealer is able to aurally presern information to the user.
Vibrator: A Vibrator is able to tactually presen information to the user.

LED indicator: A LED indicator is able to visually indicate the state of the deviceor system
to the user.

Software actuator (output) interfaces

Application: An application is able to preser information to the userby also making useof a
physical (hardware) actuator available in the system.

Figure 2-14 shows the architecture of a typical personalinformation device.

M3X App
Other JAVA apps
JIXTA
Apps Native device application 1.. Native device application ..N
JAVA VM & I/0 API
(J2ME CLDC KVM / J2SE)
Caller ID SMS / MMS Email Agenda Contacts Todo
os Manufacturer Operating System
(Embedded Linux, QNX, windows etc...)
Keypad LCD Display Vlesit:on Microphone Speaker IrDA Battery StaE';S GSM
Drivers - — -
GPs CMOS /CCD | Touch Panel | Crcard [ G8OMATNetc | gy a00n use Flash Rom | Hi9nt intensity
sensor sensor

Figure 3-3: A typical device architecture
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Soft ware interfaces

This section speci es the required software products and interfaceswith other applications systems:

JIXTA (http://lwww.jxta.org/):

JXTA technology is a set of open protocols that allow any connecteddevice on the network
ranging from cell phonesand wirelessPDAs to PCs and senersto communicate and collaborate
in a P2P manner.

NXD (http://xml.apac he.org/Xindice/):
a native XML databasesystem sud as Xindice or eXist.

XPATH (http://www.w3.0rg/TR/xpath):
XPath is a language for addressing parts of an XML documert, can function as a query
languagefor NXD's. An alternative to XPath is XQuery (http://www.w3.org/TR/xquery/).

HTTP Sener (http://h ttp d.apadce.org/):
a websener such as Apache, usedfor hosting remote M3X applications.

TOMCAT (http://jak arta.apache.org/tomcat/):
Tomcat is the servlet container that is usedin the o cial Referencelmplementation for the
Java Servlet and JavaSener Pagestechnologies.

XINCON (http://metzner.org/pro jects/XINCONY/):
a prototype of a web and webdav administration interface for the Xindice NXD, XINCON s
a servlet that provides a frontend to XPath asa remote M3X application.

Comm unications interfaces

This section speci es the various communication interfacesavailable in the M3X. In the M3X every
communication interface available is also a sensorand actuator.
Hardware network communication interfaces:

On the physical level there can be a multitude of dierent network technologies. Interdevice com-
munication in the usersBAN hasto be achieved at a minimum power consumption levels, maximum
privacy and security, and preferably reasonablespeedsand cost.

Becausemany users might not be willing to connect every device on their body with wires, the
mobile memexwill usewirelessnetwork technology to connectthe devicesin a body area network.
This wirelessBAN network technology can be radio magnetic in origin such as UWB or basedon
magneticinduction. It is possiblethat there is a suitable wired solution, this is a network technology
that usesthe human body as "wet-wire". Experiments by NTT Docomo and IBM have shown it
is possibleto reach speedsof 10Mb/s at a power consumption level measuredin picoamps. The
body is alsoa contained ertit y soinformation can only leave the host in caseof direct cortact with
other entities. This provides a fast, low power network that even without using encryption o ers a
reasonablelevel of privacy.

Induction, Magnetic:

This technique usesmagnetic induction rather than radio for close-rangecommunications. In
radio, both electric and magnetic elds make up the signal, while in induction wireless, only
the magnetic eld is transmitted.

Conduction, Electric:

Communication betweendevicesin the BAN by meansof dermal conductivity provides a low
cost, low power and high speednetwork that provides a high level of privacy.
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Infrared, Optical:

This was probably the rst PAN technology for use over short distances. The IrD A infrared
(IR) standard appeared during the early 1990s. IrDA initially o ered a 115.2-kbit/s data
rate over a range of up to 1 m. A 4-Mbit/s version was soon developed and has beenwidely
incorporated in laptops and PDAs for printer connectionsand short-range PANs. A 16-Mbit/s
version is available too. The problem with IrD A isn't just its very short range, but also its
needfor a line-of-sight (LOS) connection.

Radiation, Electromagnetic:

Also know as radio waves. There are a number of wirelesssolutions basedon radio suitable
for on-body communication (BAN) such as Ultrawideband and ZigBee, near-body communi-
cation (PAN/LAN) sud asBluetooth and WiFi, and o body communication (WAN) sudc as
WCDMA. Here we list the characteristics for the respective network technologies:

{ Bluetooth: Bluetooth operatesin the 2.4-GHz band and with a spread spectrum, fre-
guency hopping, full-duplex signal at up to 1600 hops/sec. The signal hops among 79
frequenciesat 1 MHz intervals to give a high degreeof interference immunity. Up to
sewen simultaneous connectionscan establishedand maintained. Transmissionpower can
range from 1mW for a 10m radius, to 30mW for a 100mradius. Bluetooth can achieve a
maximum data-rate of 11Mb/s.

{ ZigBee: A simpler, slower, lower-power, lower-cost cousin of Bluetooth,. ZigBee is like
Bluetooth becauseit usesthe 2.4-GHz band with frequency-hopping spread-sgectrum
with 25 hops spacedevery 4 MHz. The basic data rate is 250 kbits/s, but a slower 28-
kbit rate is useful for extendedrange and greater reliability. With a 100mW power level,
ZigBee can achieve a range of up to 134 meters at 28 kbits/s. It additionally lets you
network up to 254 nodes.

{ Ultra Wideband: UWB transmits data by way of basebandpulses applied directly to
the antenna. The narrow pulses(lessthan 1 ns) create an extremely broad bandwidth
signal. The pulsesare modulated by pulse position modulation (PPM) or binary phase-
shift keying (BPSK). UWB operatesin 3.1-to 10.6-GHzband. UWB technology is useful
for short-range LANs or PANSs that require very high data rates (over 100 Mb/s). UWB
is still new in the commercial and consumerworld, but its well known in military and
governmert applications.

Considering factors such as range, speed, power consumption, cost, size, saleability, interfer-
encerobustnessand security it becomespossibleto make a number of recommendationsfor
network technologiesin their respective categories:

Power consumption becomescritical in wirelessBANs becauseeah node must have its own
energy source. This may be a small battery, a generator or a solar cell. To run the network
nodes with sudch stringent power constraints it is necessarythat the nodes work extremely
energy e cien t. This can be achieved with low power circuits and very simple and energy
e cien t communication protocols. When it comesto Mb/s per mW, 802.15.3a(UWB) hasa
10x better ratio that 802.11aand a 100x better ratio than Bluetooth. UWB hasan appreciable
advantage over 802.11inside of 10 meters. As a wirelesscommunication technology UWB is
very suitable for usein the WBAN (up to 2 meters) and the closeproximity WPAN (up to 10
meters). For WLANs (up to 100 meters), 802.11gis best suited and for WWAN (up to 1500
meter) WCDMA basednetwork technology can be used.

Figure 3-4 givesan overview of wirelessnetwork technologiesand their characteristcs relevant
to the mobile memex.

Software network communication interface:
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Basically all network communication interfacesare supported. In JXTA HTTP is at the samelevel
as TCP/IP asan Endpoint Protocol.

Type Instance Typical Typical Range Typical Typical Power-
Frequency band Bandwidth Consumption
(in GHz) (Rx)

WWAN GSM/IGPRS 0.8+1.9 1+5Km 9.6 + 384 Kb/s 160 mw

WLAN WiFi 802.11x 2.4+5.0 100 - 1000m 10 + 54 Mb/s 100 mw

WPAN Bluetooth 245 10 +100m 720 Kb/s - 1Mb/s | 30 mW

WBAN uwB 3.0+10.0 1+10m 20 Mb/s +1 Gb/s | 15 mW

Figure 3-4: Networks, bandwidth and power consumption

Memory Constrain ts

Di erent devicesmean di erent memory constraints.

Devicesin the category "Small" such as a digital watch, or JAVA card/ring will usually only
have RAM type memory with sizesranging from 1 to 64 MB

Devicesin the category "Medium" sudc as a digital camera, phone or PDA will have RAM
memoriesin the range of 64MB to 5GB.

Devicesin the category "Large" sudc aslaptop's, PC's and workstations will have both RAM
memoriesranging from 512MB to 5GB and magnetic memoriessuch ashard disk drivesin the
range of 250GB-5TB.

Small and medium devicescan only cache their sensordata and content in local memory until it is
either full or a large (storage) deviceis available in the network for o oading.

Op erations

This section speci es the normal and special operations required by the user of the M3X system.

1. M3X systemgeneralcon guration and constraints:
De ne privacy settings (what will be measuredand what not / what data will be shared
and what not)
De ne security settings such asthe type of encryption and authentication.
De ne system memory and storage constraints.
De ne sensorpolling intervals.

2. M3X application managemet:

Application installation:

{ Application selection: basedon available sensorsand actuators in the system, what
applications are available for use?

{ Application location: Where will the application be installed and how will it function
(remote or local)?

Application con guration:

{ De ne constraints (access:remote, local).
{ De ne patterns (application dependen).
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{ De ne external sources(application dependert).
3. M3X device managemett:

Application preferencepro le:
{ De ne devicespecic constraints.

{ De ne allocation and use of resourcesfor system purposes(battery memory, CPU,
network use)

Figure A-6 shows use casediagrams of the publishing, subscribing and storage devices:

3.2.2 Product Functions
This sectionwill provide a summary of the major functions the M3X software will perform.
1. Domain JXTA device:

Peergroup Registration
Peer discovery

Pipe creation
Advertisemert creation

2. Domain M3X device:
Prole processing
3. Domain Publishing device:

Acquisition: acquire data from sensorsavailable to the device.
Interpretation: interpret sensordata and produce a M3XML documert.
Noti cation: publish the context information to a subscribing devicein the peergroup
4. Domain Subscribing device:
Aggregate: context information from multiple publishersis aggregated(basedon times-
tamp) into a partial context history (PCH).
Store remote: the PCH is sert to a storagedeviceif available.
Host: store M3X applications that can operate on a PCH, usually applications that
operate on (semi)-realtime information, and Pro-active applications.
5. domain Storagedevice:

Update: the PCH is usedto update the corntext history cortained in the NXD.

Query : Provide an interface that allows external applications to retrieve context infor-
mation from the context history.

Host : store M3X application that operate on the complete cortext history, Usually
reactive applications that operate on historical information such as the personal searh
engine.

6. Domain Accessdevice:
Access:Accessthe local applications on the device, or the remote applications by means
of the web.

Retrieve : Use of the application to retrieve the requestedinformation.

Process: Processthe retrieved information, this is done by the application, the user, or
both.

Annotate : The useris able to annotate content to make the context more complete and
accessiblein the future.
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3.2.3 User Characteristics

This sectionsdescribesthe generalcharacteristics of the intended usersof the M3X system,including
educational level, experience,and technical experience.

Users of the M3X system will vary wildly. This is becausethe M3X systemis fully customizable
to user needs. In generalthe systemwill be usedby peoplethat nd themseleswith a number of
electronic devicesthat they carry around daily, and wish to extend their functionality by opening
up synergy e ects, resulting from the networking of these devicesin a BAN.

The basisof the M3X systemis nothing more than a decerralized system of devicessharing sensor
and content data, and making this data available from a certral location to external applications.
It is the external applications that provide the functionality that the user seeks.

Applications can be found in the elds of information services,medical monitoring, sports coading,
remote surveillance, toys etc.

A user can be a diabetespatient, that usesthe systemto monitor insulin levels and blood pressure
to a photographer that usesthe systemto automatically annotate and store all his photos in the
context they were made in, to a child with a toy that usesthe available context to interact in a
meaningful and entertaining way.

3.2.4 User Requiremen ts

This sectionsdescribesthe basic user requiremerts of the intended usersof the M3X system.

In generala user of the M3X will expect the following system characteristics:

Existing hardware: the userwould like to usethe systemwithout having to purchaseadditional
hardware.

Minimal userintervertion: the system should operate with minimal user intervertion.

Privacy: The userhasto be able to decidewhat sensorsshould be monitored and de ne sharing
restrictions.

Security: the information recordedshould by default not be accessibleby anyonebut the user.
Encrypted cortext history.

Personalized: The userwould like to choosethe applications and devicesfor the systemhe/she
has a needfor.

3.2.5 Constrain ts
This sectionwill provide a generaldescription of items that will limit the dewveloper's options.
Political issues:individual information recordedcan be misusedby others.

Sacial issues:the userdoesn't want to record or shareinformation available in the systemand
required by certain applications to function properly.

Hardware limitations: The systemis always as e cien t asthe weakestlink. Somedeviceswill
have limited battery power. There might not be enoughhardware resourcessuch as memory
and processingpower to run the required application. Sensorshave their own limitations such
asresolution, reliabilit y, accuracyand range that can causeapplications to function outside of
their speci cations and produce incorrect data.
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Interfacesto other applications: the interface to other applications is by meansof the XPath
query language,imposing all the limitation of that languageupon the applications. There can
exist sensorinformation of the sametype (for example ambient temperature) but in dierent
notations (Celsius, Fahrenheit and Kelvin). While applications can only deal with data in one
notation, implying the needfor a context translation service.

Reliability requiremerts: Users might wear di erent deviceswith dierent functionalities at
di erent times resulting in a context history that contains gapsin cortinuity of sensordata.
Also batteries might run out or local memoriesmight Il up resulting in data loss. The network
connectionusedby devicesto sharedata might be unreliable in nature.

Integrity: Information in the NXD can be modi ed and deleted.

Criticalit y of the application: If usedin critical situations, such as medical monitoring there
should be strict requiremerts as to the Reliability and Stability of the system. Only devices
and network interfacesthat t the requiremerts can be usedin this case.

Safety and security considerations: all system settings should default to the highest security
setting: no sensorswill be monitored and all sharing of information is disabled. It is up to the
userto set the security settings and enable sensormonitoring. Pro-active applications might
trigger actuators that carry a high safety risk (for examplean insulin injection implant for the
diabetes patient - wrong triggers and wrong dosagewill put the health of the user at risk).
Theseactuators should only be triggered after rst notifying the userof the systemintent and
receiving con rmation from the user.

3.2.6 Assumptions and Dep endencies

M3X devicesare dependert on JXTA. Currently there is only a referenceimplementation of this
technology in JAVA. Therefore the devicescurrently have to support at least the J2ME pro le to
function in the system. It is possibleto write a custom implementation of JXTA on the embedded
platform of the device.

3.3 Specic Requiremen ts

This section contains all the software requiremerts at a level of detail su cien t to enabledesigners
to designa M3X systemthat satis es those requiremerts.

Class Diagram

This sectionincludesthe Class Diagrams for the M3X domain.

Classdiagramsrepresernt the structure of the systemand are usedduring: 1) Requiremeris analysis
to model the problem domain, 2) Systemdesignto model subsystemsand interfaces,and 3) Object

designto model classes.The Object Constraint Language(OCL) can be usedto specify additional

knowledge of the domain.

Figure A-2 (in appendix A) shawvsafully expandedclassdiagram that represerts the di erent classes
in the package com.pink.jxta.m3x:

Use Case Diagrams
This section provides a range of di erent usecasesthat take placein the M3X system.
Use casemodeling is used during the mobile memex requiremerts elicitation to represen external

behavior.The M3X use casemodel is the set of all use cases. It is a complete description of the
functionality of the systemand its ervironment, but relatively vague.
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Actors presert roles (types of user of the system). An actor models an external ertity which com-
municates with the system. Common actors in the mobile memex are users, external systemsand
the physical ervironment.

Figure A-8 (in appendix A) shaws all actors in the mobile memex.
Figure A-7 shaws use casesfor di erent applications and devicesin the M3X system.

Pleaserefer to Appendix B for a detailed description of the actors and usecasesfound in the moible
memex.

Functions

Functional requiremerts de ne the functional actionsthat must take placein the software in accept-
ing and processingthe inputs and in processingand generating the outputs. Theseinclude validity
cheds on inputs, responsesto abnormal situations and error handling and recovery.

Sequence Diagrams

This section describes appropriate sequencediagrams between ertities.

Sequencaliagrams emphasizethe sequenceof the messagesendbetweencomponerts in the system.

Figure A-5 (in appendix A) shaws how the personal seard engine application operates. Sequence
diagramsfor the core M3X systemare omitted sincethey are not within the scope of this thesisdue

to time constraints.

Activit y Diagrams

This section discussesactivity diagrams describing processesn the system. Figure A-3 gives an
overview of the activity in and betweendevicesin the M3X system.

3.3.1 External Interfaces

This section corntains a detailed description of all inputs into and outputs from the M3X software
system.

XML:DB interface: External applications can accessand cortrol the context history directly,
by using the Xindice syntax from within the application itself to add, modify and delete
documerts and collections.

XPATH query interface: External applications can query the context history to retrieve rele-
vant subsetsof cortextual information

FTP: application can upload content to the M3X storage device

User input: the user can usethe input methods available to sendinformation and commands
to the M3X system.

3.4 General Requiremen ts
This section separatesgeneralrequiremerts from the speci ¢ requiremerts.

3.4.1 Performance Requiremen ts

This sectionspeci es both the static and dynamic numerical requiremerts placed on the software or
on human interaction with the software, asa whole.
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Statistical numeral requiremerts for the M3X system include: The maximum number of device
supported (scalability of the system), the number of userssupported, and the amount and type of
all data/information handled.

3.4.2 Logical Database Requiremen ts

This sectionspeci es the logical requiremerts for the information that is to be placedinto the Native
XML Database.

context documert format: XML. An XML documert is a tree-structured (hierarchical) collec-
tion of nodes. (Context History Tree)

corntext documert type: M3XML (seeM3Xml schema)

context documert encading: Unicode. The Unicode Standard de nes the universal character
set. It is a meansto assigna unique integer for all characters used by humans in written
language. Its primary goal is to provide an unambiguous encaling of the content of plain
text, ultimately covering all languagesin the world. UTF-8 is an encading of Unicode (ISO
10646)into 8-bit characterswherethe rst 128 arethe sameasASCII. For most texts that use
relatively few non-ASCII characters (texts in most Western languages),the encading is very
space-e cient becauseit will require only slightly more than 8 bits per character.

The context history XML structure will use timestamps as keys to identify specic nodesin the
database. A timestamped node will cortain all the context and referencesto content obtained in
this time instance. There are two main categories;a corntext category and a content category. The
context categoryis now built up out of the primary context instancesin the remaining four cortext
dimensions. Under these context instances are the related, inferred and referred corntext ertries.
The content category is split up into the main content classestextual, aural, visual and executable
content. Each classcan have seweral typeson content. Using this structure will allow the ordering
of all context and content information into a logical structure that can be easily extended and
searded. The context dimensionsare all identi ed by unique identi ers allow cortent to be ordered
and traversedin di erent directions. The samegoesfor content where the corntent classescan be
usedas directions of navigation.

Figure 3-5 shows the XML structure of an example (partial) context history.

3.4.3 Design Constrain ts

This section speci es design constraints that can be imposedby other standards, hardware limita-
tions etc.

Battery constraints. The system should function at all times. This will require a lot of battery
power. This might not be feasiblefor someclassesof portable devicesuntil further improvemerts
in the eld of battery technology is made.

Standards Compliance

This section speci es the requiremerts derived from existing standard or regulations. The mobile
memex depends of the following standards:

JAVA: The Java languageis an object-oriented programming language created by Sun Mi-
crosystems. JAVA is object-oriented, platform independert, corntains language facilities and
libraries for networking and is designedto execute code from remote sourcessecurely

XML: XML (Extensible Markup Language)is a W3C Recommendationfor creating special-
purpose markup languages. It is a simplied subset of SGML, capable of describing many
dierent kinds of data. Its primary purposeis to facilitate the sharing of structured text
and information acrossthe Internet. Languagesbasedon XML (for example, RDF, SMIL,
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XML
= version 1.0

= encoding UTF-8
{- Comment | created by R.M.Vaandrager for demonstration purpose only.
{1~ Comment = M3XML context history
DOCTYPE contexthistory
j 10 SYSTEM "m3xml.dtd"

 contexthistory
= userid 3ffe:80e8:d8::1
& timestamp (2)
= timeid = sensorid  {} context {} content
1 200309251537... 3ffe:80e8:d8::2 4 context 4 content
4 spatial a aural
location « voicecall
J = sensorid  3ffe:80e8:d7::2 = sensorid 3ffe:81e5:c2::2
Abe Text LON037.400LAT122.018ALT014.0.. callerid
orientation J {3 name Jungle Jane
} = sensorid  3ffe:80e8:d7::2 {3} phonenumber  +312055501312
fbe Text 181 {3} file 20030925153710.voicecall.ogg
al existential & keywords
al temperature = sensorid 3ffe:80e8:c3::2
= sensorid  3ffe:80e8:d8:12a2:7 fibc Text
vacation,plane,
money,week,ap
partment,beach,
baggage
ol AbeText 27
4 functional
activity
J = sensorid  3ffe:80e8:d7::5
4 |4 fAbe Text running
2 200309251537... 3ffe:80e8:d8::2 & context 4 content
! spatial al visual
location 4 image
J = sensorid  3ffe:80e8:d7::2 = sensorid 3ffe:80e8:c2::2
A Abe Text LON037.399LAT122.018ALT014.0.. {} file 20030925153710.image.jpg
4 temporal annotation
season = sensorid 3ffe:80e8:c1::2
J = sensorid  3ffe:80e8:d7::13 Abe Text My not so new
| Abec Text Fall Al textual
& email
= sensorid  3ffe:80e8:12::1
sender
J {} name John Doe
{} emailaddress  jdoe@email.me
{3} subject  RE:RE: Here s Johnny!
{} file 20030925153710.email.utf8
keywords
= sensorid 3ffe:80e8:c1::2
Abe Text
John,work,call,e
mail,open,late,to
morrow

Figure 3-5: The XML structure of an example context history

MathML, and SVG) are themselvwes described in a formal way, allowing programs to modify
and validate documerts in these languageswithout prior knowledge of their form. XML is
compatible with web and internet protocols, simultaneously human- and machine-readable,
supports Unicode, able to represen generaldata structures (records, lists and trees), and is
self-documerting in that it describesthe structure and eld namesaswell as speci ¢ values.

XML-RPC is a remote procedurecall protocol encaded in XML. It is a very simple protocaol,
de ning only a handful of data typesand commands. The XML-RPC protocol can be used
for simple web services.

XSLT is a XML transformation language,which transforms documerts in XML format. To
transform in this context meansto take all data or part of it (Query of a selection with
XPath) and create another XML documert or a documert in a format which can directly
be used for displaying or printing (e.g. an HTML, RTF or TeX documert). In particular
the transformations involve: adding constart text like HTML document type and header
information, moving text and sorting text.
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Web Service: A Web Serviceis a string-based service (i.e. functionality) provided over the
Internet (Port 80), usually in a data language, meart as communication between computer
software.

RSS: Really Simple Syndication or, more commonly, RSS 0.9x and 2.x (the latter represerts
an attempt to stabilize the standard), is a Web syndication protocol used primarily by news
sites and Weblogs. RSSis essetially a web service usedfor syndicating articles on Websites
and Weblogsin a "latest news" manner.

Unicode: The Unicode Standard de nes the universal character set. It is a meansto assigna
unique integer for all characters used by humans in written language. its primary goal is to
provide an unambiguousencading of the corntent of plain text, ultimately covering all languages
in the world. UTF-8 is an encaling of Unicode (ISO 10646)into 8-bit characters where the
rst 128 are the sameas ASCII. For most texts that userelatively few non-ASCII characters
(texts in most Western languages),the encaling is very space-e cient becauseit will require
only slightly more than 8 bits per character.

PNG (RFC 2083): PNG standsfor Portable Network Graphics. PNG is a bitmap imageformat
that usesa non-patented losslessdata compressionmethod known as de ation.

OGG (RFC 3533): The Ogg bitstream format has beencreated as the framework of a larger
initiativ e aimed at developing a set of componerts for the coding and decading of multime-
dia content which are both freely available and freely re-implementable in software. OGG
audiocodecs feature both losslessand lossy compressionof audiostreams and are optimized
for encading and archiving of voice data, general audio data and high- delit y audio data.
The OGG audiocodecsare free from the licensing or patent issuesraised by other proprietary
formats such as MP3.

SVG: ScalableVector Graphics (SVG) is an open standard and a languagefor describing two-
dimensional static and animated vector graphicsin XML. SVG allows three types of graphic
objects: vector graphic shapes,imagesand text. The standard also allows for vector graphics
animation via scripting.

3.4.4 Software System Attributes

There are a number of attributes of software that can serve as requiremerts.

Reliabilit y

This section speci es the factors required to establish the required reliabilit y of the system.

Reliability dependson simplicity, uniformity and separation. Simplicity is achieved by maximizing
uniformity by using only open standards:

1. A standard platform: JAVA which is well tested and provento work on a multitude of com-
putational deviceswith a widely di erent systemresources.

2. A standardized messagingand documert format: XML. XML is also usedfor authentication,
encryption, normalization and abstraction if possible.

Separation: A peerto peer network architecture: If one node disappears or goesdown it will not
a ect the systemasa whole. If there are not enoughdevicein the mobile memexto function prop-
erly deviceswill cadce the acquired information until it can be published.

The mobile memexcan have many usesdepending on the applications. Someof these may be more
critical than others when it comesto reliability. Augmented medication for instance will require a
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very high level of systemreliabilit y. In these casesthe application should dictate the devicesneeded
for this application instead of the other way around.

Av ailabilit 'y

This section speci es the factors required to guarantee a de ned availabilit y level for the ertire sys-
tem.

Availability of devicesdepend on the functionality the user decidesto carry around at a specic
time. M3X devicesthat are addedto the usersbody are network automatically registerin the ad-
hoc network and becomeavailable to the mobile memex peergroup.

The context history and its content repository should be available over a WAN network interface.
Either by VPN connection or encrypted internet connection. An accessdeviceis a devicethat can
parse XML code and display the result in a browser application.

Securit y

This section speci es the factors that would protect the M3X software from accidertal or malicious
accessuse, modi cation, destruction or disclosure.

Cryptographic techniques:

Use the Rijndael Advanced Encryption Standard (AES) (128 bit keys) and Secure Socket
Layers (SSL) for securecommunication both betweenM3X deviceson the body and between
accesdevicesand the M3X system.

Rijndael's combination of security, performance, e ciency , easeof implementation and exi-

bility make it an appropriate selectionfor the Mobile Memex. For example Rijndael can be
implemented on deviceswith very low processingand memory capacities such as a javacard.
Rijndael AES hasthe potential to remain securewell beyond twerty years.

Restricted communication areas:

The user can de ne the generalsecurity and privacy settings in the genericsystem preference
prole. This prole is usedto infer restricted communication areasbecausethey do not meet
the requiremerts of the active security level.

Data integrity cheds:
Data integrity cheds can be performed using cycle redundancy chedks (CRC).

Main tainabilit y

This section speci es attributes of software that relate to the easeof maintenance of the M3X soft-
ware itself.

Figure 2-14 shows a conceptadministration interface of the mobile memex.
Maintainabilit y of the systemis achieved by the use of pro les:

There are two types of proles: 1) Specication proles and 2) Preferenceproles. In the
systemthere are two entities that contain pro les: 1) Devices,?2) Applications.
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Define M3X User Profile Administrator

[] Available Devices

[/ Body (BAN)
/. Watch <operation: control, monitor> <profile: spec, pref>
] Communicator
[/ Digital Camera
7 Proximity (PAN)
[] bvD
[] HDTV
[ Local (LAN)
[/ Remote (WAN/Internet)

[] Available Sensors
[] Available Actuators

] Available Applications
[/ Personal Search Engine
[7 Active Coaching
[] Navigation

Figure 3-6: Mobile memexadministration Ul

Device speci cation prole = Sensorspeci cation proles + Actuator specication proles +
Resourcespeci cation pro les.

Systemspeci cation pro le = Device speci cation pro les + Application speci cation pro les.
System preferencepro le = Device preferencepro les + Application preferencepro les

The user can set a general system preferencepro le that contains settings that apply to all devices
and applications in the system. Settings that can be found in this pro le are:

security level: highest - high - normal - low - no security (default: high)

external sharing level: shareall - sharespeci c - don't share (default: don't share)
peergroup connection: allow all - allow speci c - don't allow (default: allow all)
sensoraggregation: all - speci ¢ - none (default: aggregateall)

actuator aggregation: all - speci ¢ - none (default: aggregateall)

Portabilit y

This section speci es attributes of software that relate to the easeof porting the M3X software to
other devicesand/or operating systems.

Portabilit y is a very important requiremert becauseit is paramourt the system hasto be able to
run on a myriad of personaldevices. Portabilit y is achieved by using common and open standards
where possible:

JAVA - Sun JAVA is a proven portable language. Platform independert code called bytecode
canbe executedby a JAVA VM. M3X deviceshould support at leastthe JAVA 2 Micro Edition
(J2ME) for the ConnectedLimited Device Con guration (CLDC) Pro le.

JXTA - IJXTA is a standardized and open set of peerto peer communication protocolswith a
JAVA referenceimplementation. Messagesre encaded in Unicode XML to ensuremaximum
compatibility / portabilit y.

67



XML - The eXtendible Markup Language(XML) is usedfor interdevice messaging.A special
XML format for sensorsin the M3X is usedcalled M3XML. The M3XML les are encaded in
the Unicode character setto ensuremaximum compatibilit y and international standardization.

3.4.5 Other Requiremen ts
Other relevant requiremerts characteristics not discussedin this chapter are:
Reusability
Testability
Usability
Availability

Functional Hierarc hy

The overall functionality can be organizedinto a hierarchy of functions organizedby either common
inputs, common outputs or commoninternal data access.

Hierarchy of functions organizedby inputs:
1. M3X publisher

(a) input: Raw sensordata (can be divided into raw content and raw context).
(b) output: Context information (M3XML documert), timestamped content

2. M3X subscriber

(a) input: Context information (raw context data embeddedin a self-describingXML format)
and content les (timestamped content).

(b) output: Partial context history and aggregatedcortent les
3. M3X storage

(a) NXD input: Partial context history (aggregatedcontext information basedon timestamp)
(b) FSinput: Aggregatedcorntent les (lename:timestamp extension:corent type)
(c) output: XML context history nodesincluding cortent referencesnatching XPATH query.

4. M3X access

(a) input: Userinput
(b) output: NXD XPATH query

Figure 2-14 shows I/O functions per M3X device.
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Publisher
Physical Sensor Interpreter
Raw context data Context information
M3X [
Raw sensor data Context Sensor : |
encapsulation
Raw content file Timestamped content
Content Sensor Timestamp :
Subscriber
Aggregator Local
Context information Partial context history User Applications Partial context history
Context aggregator > >
Pro-active
Timestamped content Aggregated content Aggregated Content
content aggregator : :

Storage
& ouey Context o
Partial context history < P User Applications
NXD acontext o Services
hl e - Req Remote
Normalize, Abstract < [
Content Extract, Annotate,
<& n ) 3
Aggregated Content ) < P”| [Associate, Administrate|
Filesystem Local
4 Content -
<« »

Figure 3-7: 1/0 functions for publishing, subscribing and storage devices
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Chapter 4

A Pro of of Concept application

To demonstrate the mobile memex framework and its architecture a proof of concept application
was developed. This application is a base-linearchitecture implementation supporting the personal
contextual seard engine. The seard engineis a remote-application that allowsthe userto formulate
a seard query in order to retrieve matching contextual information.

4.1 The Personal Contextual Search Engine

The succesof seard engineslike Google have demonstratedthat usershave becomeaccustomedto
retrieving information by formulating a seard query. Modern desktop operating systemsstill seem
to rely on hierarchical le systemswherethe user manually createsa directory with a logical name
and placeshis or her information there. Someapplications have their own methods of storing the
information on the les systemand the result is that the processof storing and retrieving content is
a very time consumingand confusing process. As the years passuserswill have to cope with more
and more information that needsto be ordered and stored in a logical structure. It makessenseto
dewelop a systemthat providesthe userwith a Google like seard interfaceto nd his/her personal
information with a simple query instead of relying navigation through numeroustrees of folders and
les.

To createa functional seard enginethat canbe usedby an individual to retrieve cortent is becomes
necessanto index the content basedon di erent contextual characteristics. On desktop computing
systemthe only contextual characteristics available in the le systemare attributes such asthe date
and time of creation, owner, lename and le extension. As computing movesaway from the desktop
and into the ambient environment suddenly a lot more corntext becomesavailable that can aid the
userin retrieving the relevant information. Context such as location, activity, identit y, orientation,
elevation and many more will all increasethe probability that an accurateand e ectiv e seard query
can be constructed by the user. Figure 4-1 lists somesample questionsthat could be formulated as
queries.

Notes on the proof of conceptimplementation:

The prototype implemerts the physical layer by simulating sensordevices,the communication
layer is basedon JAVA as a programming platform, JXTA will function as a peerto peer
network platform, and XML asthe context documert and messagdormat.

In the prototype there are a number of simulated devices: two publishing devices, one sub-
scribing device,one storagedevice containing the Native XML Databaseand oneaccesslevice.

The publishing and subscribing deviceshave got a preferencepro le containing device speci c
settings such asthe polling interval. This pro le is read and processed.
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- Give me a chronological overview of all images | took during my last stay in Japan.

- Give me a list of all names including latest email address and telephone number of the people | met this year.
- What were the 5 most exiting events in my lifetime?

- What is the total time | spent in France?

- Who has called me most often last two weeks?

- What and where is the furthest place I've been from location x? the highest place?

- Show me all the messages | received last Monday

- Give me a list of e-mails related to “Jane's wedding”

- Show me the location and time when | received the last call from bob.

- How many times have | been to café x? are there any images | took there in the past?

Figure 4-1: Somesample questionsa user might ask the information system

The publishing devicessupport the acquisition of (virtual) sensordata, and the interpretation
and encapsulation of this data into an XML context documert.

The subscribing device receivesthe context documerts from the di erent publishing devices
and updates the native XML database.

The native XML databaseis remotely accessibleby the accessleviceusing a web-browser. The
storagedevicescortains the NXD, a web server supporting JAVA servletsand a WEBD AV as
the remote application user interface that supports XPATH queries.

Publisher JXTA < Sensor

Subscriber JIXTA

Storage Xindice P XPath Xincon
¥

Access Browser

Figure 4-2: Overview and location of software componerts in the prototype

4.2 A base-line architecture

Figure 4-3 shows the base-linearchitecture of the mobile memex. It is a stripp ed down version of
the full architecture described in the chapter 3. The base-linearchitecture was derived from the full
architecture by applying the MoSCoW method. It only incorporatesthe most essetial requiremerts
that needto be fullled in order to construct a distributed sensoraggregation network suc as the
mobile memex.

The list below shows the MoSCoW evaluation usedin the construction of the base-linearchitecture:

Must have:

{ in the physical layer: Sensors,Actuators and Systemresources
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. .

TOMCAT, XPATH
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remote application interface
update :
Access Device Storage Device
Lemmraa,
NXD »~° *
Context History ~ =sppspssy X|NDICE 3
M3X device profiles ",. o
A A '
$ T update
I
»| | Acquisi [ i s . y
cqu|smogfg‘:ﬁeerprelauon Publishing Device XML:DB interface
Environment Aggregation
N Engine
Acquisition & Interpretation fahi n [«
Publishing Device ; )
g h: SUbSC”ber Device
3 .
heS :
0
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Figure 4-3: Overview of the base-linearchitecture

{ in the communication layer: Network interface supporting TCP/IP , a P2P networking
toolkit

{ in the information layer: Device pro les, XML documert structure, File System, Native
XML Database.

{ in the application layer: FS API, NXD API, Context History Query interface, Remote
application support.

{ in the augmerntation layer: the personalcontextual seard engine.

Should have:

{ In the physical- and network layer: Network technology basedon Dermal conduction.

{ in the information layer: Support for context super types: IPv6, UTC24, WGS84, OED
Verbs, OED Nouns, support for common context encading: UTF-8

{ in the application layer:
Application repository containing:
applications
application speci cation pro les
application preferencepro les.
Template repository containing XSLT transformation pro les for:
normalization
abstraction.
In the augmertation layer: Systemmanagemetm application to manage: applications,
pro les, preferencesmonitoring and external resources.

Could have:

{ Template repository containing:

XUL or templates for device speci ¢ application user interface support
XSLFO formatting pro les for devicespecic presenation of information.

Won't have:
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{ Knowledgebaserequired by inferencesensors.XSLT abstraction templates for individual
context type transformations. Seard engine query languagebasedon natural language.

Only the "Must-haves" are implemented in the proof of concept, here we provide someimplemen-
tation details accordingto the individual layers of the mobile memexframework:

In the physical layer. Hardware devicesand sensorsare simulated by programs that mimic
their behavior. Implemented are the publishing, subscribing, storage and accessdevice.

In the communication layer: The platform usedin this proof of conceptapplication is JAVA.
On top of the platform is JXTA; a collection of peer 2 peer network protocols and services.
XML is usedasthe inter-device messaginglanguage.

In the information layer: Implemented are simple acquisition of sensordata generatedby a
virtual sensor,encapsulationof the sensordata into a context documert containing both sensor
data and meta information about the sensorencaded in XML, and the aggregation of these
documerts into the context history NXD.

In the application layer: Implemented are the interfacesto the NXD including the XML:DB
and the XPATH query language. Remote applications are supported through servlets in
Apache/T omcat. Servicesare not implemented, although they will be crucial to ensurethat
a wide range of applications can be supported. As we will only focus on one application - the
personal contextual seard engine, servicesneednot to be supported in this case.

In the augmertation layer: Implemented is a simple personal contextual seard engine. This
application is an instance of the augmerted memory classof applications. The seard engine
is a remote application that can be accessedy any accessdevice with a web browser.

Figure 4-4 shows the basic software componert structure and processingsequencen the proof on
conceptapplication.

NetPeerGroup

Figure 4-4: Software componerts in the proof of concept.

4.3 User Interface Design
The personalcontextual seard engineis a reactive application that operateson the ertire archived

context history. The userwill have to pull the required information out of the systemby meansof
seard queries. The personalcontextual seard engineis well suited for useas a remote application.
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The userinterface of the seart engineapplication wasdesignedto be simple and scalable. Simplicity
will improve useability and also speed, asthe sizeof the interface can be small which in turn reduces
bandwidth requiremert. Scalability will allow the interface to be displayed on deviceswith a range
of di erent display resolutions. Google was chosenas a referenceas many usersare familiar with it

and becauseof its minimal but very functional design.

The useris rst preseried with a query window. After the user has sert the query the retrieved
XML nodeswill be preserted in the result window. In this window the user can browsethe results

and formulate a new query. Figure ?? (in appendix A) shows the UML sequencediagram for the
personal conceptual seard engine.

Figure 4-5 shaws both the seard and result windows of the seard engine application.

AR B b QU | [searen |
e x
[owe [ |[ooe [ [t [ |
eﬂ Digital movie: Okinawa beach 21:30, Trip to Okinawa, 20 May 2001
Advanced seerch ontions 4} Pnonecall: ungle Jane, Okinawa beach 21:30, 20 May 2001
Media ‘ -Type(All) ‘ =) Received email: Re: barbecue From: Peter Pan, 21:30, 20 May 2001
N =) MSN Chat log: Willy Wonka, 11:37, 21 May 2001
Context | -Location(Japan) -Date(2001) ‘ = q a ay
[=4 Didital image: Etc.

(@) (b)

Figure 4-5: This Figure contains two panels: (a) showing the seard window, and (b) showing the
result browser

4.4 Protot ype Walkthrough

A test run according to the setup mertioned in the rst section, yields a NXD with a sequenceof
simple context ertries. The context ertries are not orderedin a context history yet. Instead every
node is identi ed with a unique key. The databasecan be accessedy the accessdevicethat is able
to run the remote application basedon a JAVA servlet and with a graphical user interface modeled
looselyafter the conceptsmertioned in the above section. This sectionwill walk through the devices,
their software componerts and tasksin the order they are executed. This sequenceof tasks will lead
to the availability of the contextual information to any accessdevice capable of browsing the web.
Figure 4-6 shavs the UML classdiagram for the M3X devicespublisher and subscriber. The storage
and accessdevicescan operate outside of the M3X peergroup. For a more detailed overview of the
classdiagram pleaserefer to Figure A-2 in Appendix A.

1. Storage start.
First the storage device is started. This will trigger the execution of the databaseand the
websener and componerts. In this prototype the storage is not a part of the peergroup
becauseit is not a body areanetwork device. The storage deviceis accessibleby TCP/IP .
After initialization the Xindice native XML databaseis now accessiblethrough the XML:DB
interface at: XMLdb:XINDICE:////db/m3x on port 4080, Where "db" is the name of the
databaseand "m3x" the name of the collection. Also, the personalconceptual seart engineis
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@ M3xJIXTAPeer

& M3xIXTAPeer()
@ joinGrouplfExists()

?

@ subscriber @ Publisher ® mdidgen
& Subscriber() & Publisher() & mdidgen()
@ aquireData() @ init() @ printlt()
@ createlnputPipeAdvIfNotExist() @ process() @ startIXTA()
@ init()

| @ PipeAdvValidator ||

y

«interface»
& FindVvalidate

@ checkAdv()

Figure 4-6: UML classdiagram showing the JAVA classesfor the M3X subscriber and publisher
devices

available on: http://lo calhost:8080/m3x. Figure 4-7 shows the output created by the Xindice
databaseafter initialization.

B =hell - startup =10l x|

Hindice 1.8 (Birthday?

Databaze: *db’ dinitializing
: 'GET’ added to script storage
: *dh’ started

: 'HITPServer’ started B http:--oblivion:4888/
: 'APIService’ started

Figure 4-7: Initializing the Xindice NXD

2. Subscriber start.
Next the subscribing device is activated. This device is responsible for creating the JXTA

mobile memexpeergroupand the aggregationof any published data. To achievethis, a number
of tasks will be executedin the following sequence:

(@) Initialize NXD (XINDICE).
First the subscribingdevicewill try to initialize the Xindice native XML databaserunning
on the storage device by using the XML:DB API as shown in the code listing below:

/Il create and register the Xindice database driver

System.out.printin("Initializ ing Xindice NXD...");

try {
Class c¢ = Class.forName("org.apache.xi ndic e.cli ent. xmldb.Dat abaselmpl");
Database database = (Database) c.newlnstance();
DatabaseManager.registerDatab ase(database);
col = DatabaseManager.getCollecti on("x mldb:XINDICE:///d b/m3xdb") ;

} catch (XMLDBExceptione) {
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System.err.printin("XML:DB Exception occurred " + e.errorCode);

If successfuthe subscribing deviceis now able to add XML documerts to the collection.

(b) Readprole (subscriberpro le).
The device will read the device speci cation and preferencepro le. In this caseit will
simply list the name of the peergroup to be created: the M3Xtest peergroup. This
peergroupwill contain all mobile information devicesin the usersbody area network.

/I read and process profile
System.out.println(

"Reading profile: [' + ConfigFileName + "], and processing...");
try {
inFileStream = new FilelnputStream(new File(ConfigFileName));

myProp = new Properties();
myProp.load(inFileStream);
} catch (Exception ex) {

System.out.printin("Profile access problem - file not found.");
}
if (myProp !'= null) {

groupName= myProp.getProperty("group", ";

System.out.printin(" * Group to join will be: " + groupName);
}

(c) Initialize Peergroup (JXT A peergroup: M3Xtest).
Once the prole has been processedthe device can now join a peergroup. Peers self
organizeinto groups called a peergroup. Peergroupssere to:

i. De ne a setof servicesand resources
ii. Provide a secureregion
iii. Create scoping
iv. Create a monitoring environment.

There are two kinds of peergroups: 1) NetPeerGroupand 2) User peergroups. Users(and
applications) can create new peergroupswith their own set of customized servicesand
membership policies. The M3Xpeegroupbelongsto this category. All user peergroups
are subsetsof the NetPeerGroup. All peersare automatically members of the NetPeer-
Group. In the casethat the peergroup doesnot exist the subscribing device will create
one including its corresponding peergroup advertisemert informing other devicesof the
peergroup existence.

/Il start JXTAand join or create the M3Xpeergroup.
PeerGroup tpPG = null;
System.out.println("Joining default NetPeerGroup...");
try {
/I default JXTApeergroup: NetPeerGroup
group = PeerGroupFactory.newNetPeerGroup() ;
/I mobile memexpeergroup: M3Xtest
System.out.printin("Attemptin g to join group:
if (groupName.length() '= 0) {
try {
tpPG = joinGrouplfExists(groupName );

+ groupName);
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} catch (Exception ex) {

System.out.printin("Err: "+ ex);
}
if (tpPG != null) {

group = tpPG;

System.out.printin(

"group " + groupName+ " joined successfully");
}

} catch (Exception e) {
System.out.printin("Err : group creation failure");

}

The NetPeerGroupde nes the initial scope of operations of a peerand the default services
it provides. There are sewen core peergroup services: Discovery, Membership, Access,
Pipe, Monitoring, Resoler and Rendezwus. If the M3Xtest peergroup has successfully
beenjoined, the subscriber will requestits servicessuc asthe discovery serviceand the
pipe service:

/I get the discovery and pipe services from the peergroup.
if (group != null) {

discovery = group.getDiscoveryService();

pipes = group.getPipeService();

After obtaining accessto the discovery and pipe service, the subscribing device will see
if there are any existing pipe advertisemerts. If there aren't any existing advertisemerts
it will create one.

In JXTA there are six di erent typesof advertisemens: Peeradvertisemerts, peergroup
advertisemerts, pipe advertisemerts, serviceadvertisemerts, content advertisemerts and
endpoint advertisemerts.

/Il check for existing pipe existing advertisements

Advertisement padv = null;

if ((padv = findPipeAdv()) != null) {
System.out.printin("Found previously published pipe advertisement");
return (PipeAdvertisement) padv;

}

System.out.printin("Previousl y published pipe advertisement not found");

If a previously published pipe advertisemert is not found, a new one hasto be created.
Next the subscriber device will try to nd a previously published module speci cation
advertisemert. The ModuleSpecAdvertisemert classis used for specifying a module's
expected on-wire behavior and protocol implementation. The MSA assaiates a unique
ModuleSpecID to eadh module speci cation.

JXTA code usesthe module speci cation ID to identify a particular network-compatible
family of implementations of a given module. The MSA hastwo purposes;1) to publish
the URI (universalresourceidenti er) of its formal specsfor dewvelopers, and 2) to publish
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(d)

the means of remote accessto the module's servicesif that is appropriate. First the
subscriber will try to nd the MSA locally, if this fails it will seard remotely, and if this
alsofails a new MSA will be created. The basic code listing is shown below. For detailed
information on ndMo duleSpecAdv() and publishModuleSpecAdv() pleaserefer to the
sourcecode le "M3xJXT APeer.java".

/I check for the module specification advertisement (MSA)
System.out.println("Checking to see if MSApreviously published...");
if (findModuleSpecAdv() == null) {

System.out.printin(".. MSAnot found, need to create it");
publishModuleSpecAdv(ServiceP ipeAdv);

} else

System.out.printin(".. found previously published MSA");

Create input pipe (JXT A pipe: inputpip €).

Once the M3Xpeergroupis created and joined by the subscriber deviceit will create an
input pipe to which publishing devicescan publish data.

A pipeis usedto connectthe output from one commandto the input of another, similar
to the Unix pipe system. JXTA Pipesare de ned in terms of the endpoints available to
a peer. A peer endpoint is a logical abstraction of an addresson a network transport
that is capable of sending and receiving network messages.Pipe endpoints are dynam-
ically bounded to a peer endpoint at runtime via the Pipe Binding Protocol (PBP).
Pipes are uniquely identied by a pipe advertisemert which contains a unique pipe ID
and an optional pipe name. Pipe advertisemerts are a resourcewithin the JXT A network.

There are two typesof pipes: 1) Point-to-p oint and 2) Propagate.
A propagate pipe connectsone output pipe to multiple input pipes. A messagesert over
a propagate pipeis sen to all listening input pipes.

The code listing below shows the creation of a subscribing pipe:

/I create subscribing pipe

try {
System.out.printin(
"Creating subscribing pipe for data collection...");
ipipe = pipes.createlnputPipe(ServiceP  ipeAdv);
Thread.sleep(5000);

} catch (Exception ex) {

System.out.printin("Subscribi ng pipe creation failed.");
return;

}

System.out.printin("Subscribi ng pipe created successfully");

If a previously published pipe advertisemert is found the pipe already exists and this step
can be skipped. Else a pipe advertisemert is also created to inform other devicesin the
peergroup of its existence. The corresponding code listing is showvn below:
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Il create a newinput pipe advertisement
PipeAdvertisement pipeAdy;
pipeAdv =
(PipeAdvertisement)  AdvertisementFactory.newAdverti sement(
PipeAdvertisement.getAdvertis  emetiTyp e());
pipeAdv.setName(servicePipeNa me); //  M3XSubscriberPipe
pipeAdv.setType(servicePipeTy pe); // PipeService.PropagateType
PipelD tplD;
try {

tpID = (PipelD) IDFactory.fromURL(new URL(servicePipelD));
} catch (Exception ex) {

tpID = IDFactory.newPipelD(group.getPe erGrouplD());

}

pipeAdv.setPipelD(tpID);

System.out.printin("Locally caching the new pipe advertisement...");
/I publish the pipe advertisement

try {

discovery.publish(pipeAdv, DiscoveryService.ADV);
} catch (Exception ex) {
System.out.printin("Err: "+ ex);

}
return pipeAdy;

Now the subscribing deviceis ready to receive any published data.

3. Publisher start
If the storage device and the subscribing device are up and running it is time to add one or
more publishing devices. A publishing device has three main tasks:

(a) Acquire sensordata.
(b) Encapsulatethe sensordata into an XML document.
(c) Publish the documen.

The following sequencedemonstrateshow a publishing devicesperforms the above mertioned
tasks.

(@) Readprole (publisherpro le)
The publisher will readin its corresponding device speci cation and preferencepro le. In
this casea le called "publisherpro le". This prole corntains a number of elds including
the peergroupto join, the name of the device, the type of sensorand its polling interval.
An example pro le is shovn below:

group=ma3xtest

device=Casio Sportswatch Z2
type=Ambient Temperature
interval=10000

The code for reading the prole is showvn below and is similar to the corresponding
subscribing device code.

/I read publisher profile
System.out.printin(
"Reading profile: [* + ConfigFileName + "], and initializing...");
try {
inFileStream = new FilelnputStream(new File(ConfigFileName));
myProp = new Properties();
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myProp.load(inFileStream);
} catch (Exception ex) {

System.out.printin("Profile access problem - file not found.");

}

if (myProp !'= null) {
groupName= myProp.getProperty("group", "default  group");
System.out.printin("Group to join will be: " + groupName);
pubDevice = myProp.getProperty("device", "default device");
System.out.printin("Publishin g device is : " + pubDevice);
sensorType = myProp.getProperty(“type", "default type");
System.out.printin("Sensor type is ;" + sensorType);
sensorinterval = myProp.getProperty(“interval”, "default interval");
System.out.printin("Measureme nt interval : " + sensorinterval + "ms");

}

(b) Registerin peergroup (JXT A M3Xtest)
When the pro le is processedthe device will know the peergroupto join. In this case
the mobile memex peergroupis called "m3xtest”. The joining processis identical to the
subscriber device joining processdescribed earlier.

(c) Acquire data (Virtual Sensor)
Now the publishing deviceis part of the M3X test peergroupit canstart the acquisition of
sensordata. It doessoat regular time intervals asde ned in the publisher pro le. In the
caseof this proof of conceptapplication the sensoris simulated by a function that simply
generatesrandom integersin the range between0 and 38. Thesevalueswill represen the
ambient temperature in degreesCelsius. The code is shovn below:

/I acquire sensor data (random integer in range 0-38)
Randomrn = new Random();

int n = 38;

int sensor data = rn.nextint(n  + 1);

(d) Encapsulate data (M3XML)
Every time the publishing device acquires new sensordata it will encapsulatethis data
into an XML documert cortaining some meta-information about this data. The XML
documert structure usedin the proof of conceptis an oversimpli cation of the recom-
mendedstructure as described in Chapter 3. The code below shaws the encapsulationof
sensordata into an XML documert.

/I create and return the collected data as an XMLstring
return "<sensor><device>"

pubDevice

"</device><type>"

sensorType

"</type><data>"

sensor data

+
+
+
+
+
+ "</data></sensor>";

(e) Publish data (JXT A output pipe (propagation pipe))
The XML sensordocumert is stored in the variable collectedData. This data can now
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be sert over the output pipe to any subscribing device available in the M3X peergroup.
The XML documert containing the sensordata will now be encapsulatedinto a JXTA
message.The code listing below shaws this process:

/I send collected data to output pipe
if (collectedData != null) {
System.out.printin("... publish sensor data ....");
sendMsg = pipes.createMessage();
sendMsg.setString(PUBLISHER_[EVICE, pubDevice);
sendMsg.setString(DATA_COLLETED, collectedData);
try {
opipe.send(sendMsg);
} catch (Exception ex) {
System.out.printin("Err: "+ ex);
break;

Figure 4-8 shows the publisher consoleand the output produced by the application:

B shell =

Reading profile: [publisherProfilel, and initializing...
* Group to join will be = m3xtest
lishing device is : Casio Sportswatch Z2
type is : Ambient Temperature
* Heaguxement interval : 10088mns
Starting M3¥ prototype in JETA...
Joining default NetPeerGroup...
Attempting to join group: m3xtest
remote group discovery message sent
Seaching for publisher’s Module Spec Advertisement C(MEAD...
Looking for ModuleSpecAdvertizement. pleasze wait...
cannot find it locally, teying remote

- found subscribers’'s MSA
Extracting pipe adu rom MSA. ..
cunnectlng to H3X network.

ubhlish p1pe created auccessfully

- acguire genaol data e

set 1ntelual
. acguire sensor data ....

Figure 4-8: Publish: The publisher console

4. Subscriber
Now it is the subscribers turn again. After its initialization at the beginning of this walk-
through, the subscriber waits for any published messagedo arrive on its input pipe. Because
a publishing device has just published an XML documert containing sensordata it can now
start the processof receiving and aggregatingthis data.

(a) Receiwe data (JXT A input pipe) Once a messagehas beenreceived from a publisher it is
analyzed and processed.The following code shaws the listening and receiving processof
the subscribing device:

/Il Acquire the sensor data and send it over for processing
if (ipipe != null) {

System.out.printin("Waiting for data from publisher...");
while (true) {
try {

imessage = ipipe.waitForMessage();
} catch (Exception ex) {
System.out.printin("Err:

n

+ ex);
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break;
}
if ((imessage.hasElement(PUBLISHER DENCE)
&& imessage.hasElement(DATA_COLLHED)) {

sensor data = imessage.getString(DATA_COLLECTER
System.out.printin("Received data from publisher: "

+ imessage.getString(PUBLISHER_DE\CE)) ;
System.out.printin("Data received is: "
processData();

+ sensor data);

(b) processdata (XML:DB)

If the subscriber succeeddn extracting the sensordata XML documert from the JXTA
message,it can nally be added to the mobile memex collection of the native XML
database. The documert collectionis not areal cortext history asthere are no timestamps
in our case.Instead every XML documert will be assigneda unique ID (UID). The code
listing shows how the subscribing device storesthe XML documerts into the NXD of the

storage device.

/I Store the M3XMldocument in Xindice NXD

try {
XMLResourcedocument =

(XMLResource) col.createResource(null,"XML  Resouce" );

document.setContent(sensor  data);
col.storeResource(document);

System.out.println ("processing data in Xindice NXD...");
System.out.println ("M3XMLdocument inserted in Xindice as:

+ document.getld());

}

catch (XMLDBExceptione) {
System.err.printin("XML:DB Exception occurred "
+ e.errorCode + " " + e.getMessage());

Figure 4-9 shows the subscriber consoleand the output produced by the application:

B shell - subscriber

Initializing Hindice HED...
Reading profile: [subscriberProfilel. and processing...
#* Group to Jjoin will he: m3xtest
Starting M3X prototype in JEXTA...
Joining default MNetPeerGroup...
Attempting to join group: m3xtest
remote group discovery message sent
Look for previously created Pipe Adv, create one if not exist
Looking for Pipefidvertisement. please wait...
Checking to see if MSA previously published...
Looking for ModuleSpecAdvertizement, pleasze wait...
. found previouzly puhlished MSA

Creating subscribing pipe for data collection...
sf

Subscribing pipe created ull

Waiting for data from pub 5

Received data from publis Casio Sportsuwatch Z2

processing data in Xindice NED.. .

M3XML document inserted in Rindice as: 3Ff788fac62f55c2eABAABBEB595c7F99
Received data from publisher: Pink Communicator P1_8

processing data in Rindice NED...

M3IHML document inserted in Hindice as: 3Ff788facb2f55c2cABAABBE B595cG1i2f

=10l x|

Figure 4-9: Subscribe: The subscriber console
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5. Storage
The storage device is the device with the most abundarnt system resources. This device will
therefore host the native XML database,the content repository and most applications. In the
proof of concept applications we only implement the NXD. Content can easily be addedto a
directory on the le systemthat serwesas the content repository but asthere is no content
data generatedby the virtual sensorsthis possibility will not be used. The storage deviceis
responsible for the storage of data and the interfacesto accessit:

(a) Store data (NXD)
Contextual data is stored in the Xindice NXD. Content data is stored on the local le
system (FS) of the storagedevice.

(b) Query data (XPATH)
The primary application interfaceis the XPATH query languagethat canbe usedto select
nodesin the M3X cortext collection. An XPATH query that selectsall sensornodesin the
context collection for examplewill look likethis: XMLdb:XINDICE:////[db/m3xdb//sensor.
The XMLdb statemert tells the application to usethe XML:DB interface, Xindice is the
XML DB instance. The Xindice NXD cortains a database called "db" that contains
the context collection "m3x". From this collection we will now selectall nodeswith the
"sensor" tag. Figure 4-10 shows the content of the Xindice NXD on an XPATH query:

_‘:‘%X\ndice Datahase Browser Yersion 0.85 1ol x|
XPath Query lisensarfdata [ contains ., 207] || ShowResut |
Collections: : Documents : Tree View rmrm|m | |
[ ¥indice Server | 7| 3780fac62155c2e000000f6%a1efeb? |=| [ doc
[y maxdh | 3M780fac62f55c2e000000168a1f25e1 || @ [ sensorg
& [ system | 31780fac62155c 260000001682 1F4cT1 : ® [ device
| 31780ac62155c2e000000768a 117411 [y Casio Sportswalch 22 S
|| 3M780fac62f55c 2e000000168a1f8055 ® 0 ypen einth Rosi
| 317807ac62155¢2e00000068a 119h21 : [ Ambient Tsmperature |
3780fac62f55c2e000000f68a 1Mhade : ® = datag) ... current Document |
| 31780fac62155c2e000000168a1fc240 : [ 20 |
| | 3780rac62155c 20000001682 1fe960 : il colettod Dats
|| 3780fact2f55c 220000001682 17585 :
| 317B0fac62155c2e000000168a266260a |+ | [T o ittto one File
| xindice - | |'a|:| A | |-c rbim by -n 37 AfacE 2550 260000006 Bal 2561 | [ force delete

Figure 4-10: Store: View of nodesin the Xindice M3Xdb

(c) Host remote application (APACHE/TOMCA T/XINCON)

Not all applications are local applications. Becauseremote applications will be an impor-
tant part of the mobile memex, the proof of concept application will itself be a remote
application. Consequetly the proof of concepthasto support remote applications. This
support comesis provided by the Apache HTTP Server combined with the Tomcat servlet
engine. Every remote application is a servlet. In this caseit is a WebDAV called "XIN-
CON". WebDAV stands for "W eb-basedDistributed Authoring and Versioning". It is
a set of extensionsto the HTTP protocol which allows usersto collaboratively edit and
manage les on remote web servers. XINCON o ers direct accesdgo the cortext history
on the storage device. In the prototype XINCON is partly modi ed to function as the
mobile memex seard engine frontend. Figure 4-11 shows the initialization of Apache,
Tomcat and the XINCON servlet:

6. Accessdevice
The accessdevice can be any device that supports a webbrowser and an active internet con-
nection.

(a) accesdata
In the proof of concept all programs run locally soin this casethe personal contextual
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B Tomeat = = |
Starting seruice Tomcat—Standalone
Apache Tomcat-4.1.24-LE—jdki4
server.properties not found, using command line or default properties
Opening database: C:\tomcat“webappsiscocoon“WEB-INFxdb\cocoondh
1 iz running

e normally. Use [Ctrll+I[C] to abort abruptly

ST 2883 Listening for connections ...

— xincon web & webhdav administration interface for xindice
INFO — xincon web & webdav administration interface for xindice

Figure 4-11: Initialization of Apache/T omcat and the XINCON servlet

seard enginecan be accessedy HTTP at the URL: http:/lo calhost:8080/m3x. In the
caseof remote access'lo calhost" should be replaced with the IP of the host computer.
Figure 4-12 shows the results of the XPATH query in the remote seard application:

ﬁusting of fm3xdby 1 KinCon - Mozila Firebird _ 21|
File Edit Wew Go Bockmarks Tools  Help
@~ 4@ . @ 5% | hipuioblivion:B080/mx/dbim3xdbi7xpath=%2F%2Fsensar%uSBdat: = | [ S0
Listing of /m3xdb/ LR % p ¢
wpath guery: |J."sensor[data[comtains[., search i

parent collection

<sensor xmlns:sroc="http://xwl.apache.org/xindice/Ouery” src:icol="fdb/m3xdh"
srec:key="3£780fac62f55c2e000000E68alf25el ">

<devigerCasio Sportawatch ZZ</devicer

cryperdrbient Temperature</Types

<datarZ0</data>
<{sensor>

<sensor xmlns:sroc="http://xwl.apache.org/xindice/Ouery” src:col="fdb/m3xdb"
src:key="3£780fac62f5502e000000£68a1F3055 >

<devicerPink Communicacor Fl.0</device:

<typesGPS Location</types

<datar20</datas

<{sensor>

<g3ensor xmlns:sro="http://®xml.apache.org/xindice/Query™ src:col="fdb/m3xdh"
src:key="3£780fac62L5502e000000E£68£505117" >

<devicerCasio Sportswatch EZ</devicer

<typerimbient Temperature</type>

<datar20</datar
</ gensor:

m3x search engine iz based on xincon webdaw

| Daone

Figure 4-12: Access:View of nodesin the remote seard application

The user can enter any XPATH query to retrieve subsetsof context from the database.
For the sake of this proof of concept, using XPATH as a query languagewill suce. In
reality however, most userwould like to usea query languagethat more closelyresenbles
spokenlanguage. There should be an additional translation layer in the contextual seard
enginethat converts high-level user queriesinto XPATH queries.

4.5 Results

The result of this base-lineimplementation is a systembasedon virtual deviceswith speci ¢ rolesin
a peer-to-peer style network, capableof acquiring and aggregatingcontextual data into a structured
format that can be accessednd seardied remotely by the user or other applications. It is basedon
open standards and protocols, such asthe JXTA P2P toolkit that can be usedto implement P2P
networking capabilities even on deviceswith minimal system resources,to XML that can be used
to embed the context data in a cortainer of descriptive meta information.

The proof of conceptapplication showsit is feasibleto implement a peerto peer style of networking
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in personal portable deviceswith limited resources. The publishing and subscribing of contextual
information all functioned as expected. Note that this is a very simple application and it has been
tested in optimal conditions. The storage device was always available and consequetly there was
no needto implemernt context cacing medanismsto avoid data loss. The removal of publishing
nodesdid not a ect system stability or functionality. The aggregation processonly took place at
the storage device, so the step of partial aggregationby subscribing deviceswas skipped. Partial
aggregation is only useful for local application running on the subscribing device and in case of
temporary cacing of context. Neither wasrelevant for this proof of conceptapplication.

Ideally the seard engine should de ne a more user friendly query languagethat is able to map to
a corresponding XPATH query. Currently the userhasto understand the structure of the XPATH
guery languageto formulate meaningful queries. The seard engineonly supports retrieval of corntext
information, there is no content and it is not possibleto annotate context or create assaiations
between context nodes. The virtual sensorsin the prototype do not generate content and the
prototype thus only supports context.
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Chapter 5

Conclusions and Future Work

In this chapter we presert conclusionsthat canbe drawn from this thesisin retrospectand reccomend
directions in which future work might take place.

5.1 Conclusions

Chapter 1 described the original memex and its intended function. Taking into accourt current
developmerts in information technology such as functional integration and digitalization of devices
we posedthe main researh question which served asthe motivation behind this thesis:

This

How can the ideas behind the original medanical memex of 1945 be implemented in a
modern and mobile computational information system basedon the upcoming ambient
ernvironment of 2010?

researd question is split up into four sub-questions,regarding:

. Composition: What hard- and software is the mobile memex composedof?

. Function: How will the mobile function, and what is the role of content and context in the

system?

. Augmentation;: How can the system be usedto support applications that augmert the user,

and what kind of augmertation applications are possible?

. Implication: What kind of social and ethical implications does a system sud as the mobile

memex have in terms of privacy and security?

Chapter 2 proposeda 5 layer conceptual framework which answers thesereseart questions:

In the physical layer we de ned and classi ed the types of devicesthat compose a mobile
memex. Also de ned and classi ed are the sensors,actuators and system resourcesavailable
by devicesand how they can be usedby the system.

In the communication layer we proposeda standardized platform, networking protocols, mes-
sagingformat and middleware essetial to ensurethe inter-device and inter-componert com-
patability in a systemas dynamic and heterogenousas the mobile memex.

In the information layer we discussedhow raw-sensordata can be processednto either context
or content. The conceptsof context and content are de ned and classi ed into dimensions,
classestypesand instances. Also we illustrate how context can be structured into a context
history. Finally, we discussthe ertire processingpath from the acquisition by publishing
devices,the aggregationby subscribingdevices,the archiving into a context history and content
repository on the storage device, to the retrieving of its information by the accesslevice.
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In the application and servicelevel we discussedthe typesof applications that can operate on

the context and content, and the interfacesrequired. A number of core serviceswere discussed
that further extend the completenessand correctnessof the cortext history, and the uniformity

of both the context history as well asthe content repository. Servicesinclude normalization

designedto syndironize and translate context and content instancesinto a common notation

and format.

In the augmertation layer we discusseda number of possible context-aware applications that
would operate on the context and content available in the mobile memex,in order to augmert
the user. Theseexamplesare illustrated with their respective use-cases.

Chapter 3 described a componert architecture basedon the conceptual framework. A system suc
asthe mobile memexcalls for the useof open standards sincethe systemis extremely heterogenous
on both the level of hardware possibleas well as software. Personalinformation devicescan widely
di er in terms of available sensorsactuators and systemresources.Also there can exist many kinds
of context and content. The system should be exible enoughto allow it to be extended with new
classesand typesof context and content. The useof open standardsin the mobile memexincreases
compatability and expendability of the componerts in the system. We recommendeda number
of standards for the mobile memex: 1) Programming platform basedon a JAVA Virtual Machine
(JVM), 2) A Peer-to-Peer (P2P) Networking toolkit basedon JXTA, 3) Contextual documerts are
basedon XML encadedin Unicode UTF-8. 4) Contextual documerts are stored in their native XML
format by using a native XML database(NXD). 5) Content is normalized to open standards such
as PNG, OGG, ISO-MP4, SVG etc.

Chapter 4 demonstrated a proof of conceptapplication; The personalcortextual seard engine. The
proof of conceptimplemerts a base-linearchitecture for the mobile memexderived from the compo-
nent architecture in the previous chapter. The proof of concept application servesto demonstrate
the feasibility of the system. The personal cortextual seard engineis a Google-like seard engine
that enablesthe userto retrieve and navigate through annotated content by formulating queries
basedon context. Retrieved context and its related content can in turn serve as retrieval cuesthat
enablea userto easily retrieve past experiencesfrom memory with a higher accuracy

Throughout this thesis we have made a number of obsenations and assumptionsthat can now be
usedto summarizethe ideasbehind mobile memex:

Convergingtrends in information technology will leadto information devicesthat are portable,
personal,a ordable and highly integrated.

Portable information devicessuch ascamera's,mobile phones,watches,PDAs and smartcards
can contain sensors.

Sensorscan be usedto obtain context and content, dependert of the encading of the data.

Portable information devicescan be connectedin a body area network that usespeer-to-peer
technology to automatically discover new nodesand shareresources.

The combination of the body area network and software that enablesthe acquisition, aggre-
gation and archiving of context and content forms the core of the mobile memex system.

Becausethe systemis both personaland portable it sharesthe samecontext asits user.
Context can sene as meta information to content.
Meta information can be usedto retrieve relevant content.

Content can be navigated through by following "trails of context".
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The context classi cation usedin the mobile memexproposess corntext dimensionsthat when
combined will accurately describe a situation or state of an ertity. Consequetly these di-
mensionsare usedfor automated content annotation and also sene asthe main directions for
navigating through content.

Every context dimension corntains a primary contextual supertype that can be uniquely iden-
tied and sereto infer or refer new classestypesand instancesof related context belonging
to the samedimension.

Context aware servicescan extend and enhancethe completenessgcorrectness,uniformity and
thus usefulnessof both the cortext history aswell asthe content repository.

Context aware applications can augmert the user in various daily tasks such as augmerting
memory, navigation, communication and medication.

The original 1945 memex was a stationary and mecanical device designedto store, annotate, as-
sociate and retrieve an individuals collection of documerts. The mobile memexis a mobile and
computational systemthat provides the samefunctionality as the original memexbut extends its
useto incorporate context as the assaiative "glue" between the archived content. Applications
can operate on the context and content to augmert the userin performing daily tasks, and as the
ervironment of the user becomesmore and more ubiquitous it is possibleto construct increasingly
complete records of context and corntent which will improve the quality of augmertation that can
be provided.

5.2 Future work

This thesispreseried only a rough sketch of what aninformation like this could look like and function
in a 2010time frame. There remain many open questionsthat needto be answered and bottlenecks
to be solved before the mobile memexcan be realizedin full. Sometasks that remain are:

1. Create a exible open XML format for the description on sensordata, the XML context
ervelope should be exible and allow for the introduction of new classesand instances of
sensorsand actuators.

2. Improve BAN network technology, especially those based on magnetic induction and body
conductivity asthey t the requiremerts of the mobile memex.

3. Standardized device platform. Deviceswill have to support a common platform including
middleware such as IPv6, JAVA (at leastthe J2ME CLDC prole) and JXTA .

4. Manufacturers should ship their deviceswith embeddeddevicepro les (containing speci cation
URL) that can be usedto describe context-data on the detail level required by the mobile
memex.

5. The systemrequireslots of low-level and high-level knowledge. In order to identify activities
and statesthere needto be a large knowledge baseconsisting of patterns and algorithms that
map patterns to meaningful behavior.

6. As the context history grows, performance of the system might decrease.Examine how the
system might be optimized to improve perfomance.

7. Examine how the system might be misused. What are the security pitfalls?

8. Examine how the relational corntext dimensioncan be formalized to represen annotations and
assaations in a logical form that applications and servicescan operate upon.
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App endix A

Figures

Acronym Description

M3X The Mobile Memex

XML Extensible Markup Language

UML Unified Modeling Language

XuL XML User-interface Language

NXD Native XML Database

FS Filesystem

XSLT XML Stylesheet Transformation
XSL-FO XML Stylesheet Flow-Object

IPv6 Internet Protocol version 6

AES Advanced Encryption Standard
P2pP Peer to Peer

PAN Personal Area Network

BAN Body Area Network

SRS System Requirements Specification
IXTA Juxtapose; a P2P networking toolkit
J2ME JAVA 2 MicroEdition

JAVA A platform independent programming language from SUN Microsystems.
CLDC Connected Limited Device Configuration
MIDP Mobile Information Device Profile
DOM Document Object Model

HTTP Hypertext Transport Protocol

DTD Document Type Definition

VM Java Virtual Machine

GUI Graphical User Interface

RSS Rich Site Summary

GPS Global Positioning System

URL Uniform Resource Locator

UTF Unicode Transformation Format
SVG Scaleable Vector Image

OoCL Object Constraint Language

Figure A-1: List of usedacronyms
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® M3xIXTAPeer

¥ ClassID: String

i DATA_COLLECTED: String
W GroupDiscoveryDelay: long
¥ MAXRETRIES: int

& ModuleSpecName: String
W PUBLISHER_LOCATION: String
o SpeclD: String

& WaitingTime: int

% discovery: DiscoveryService
< group: PeerGroup

% pipes: PipeService

@ M3xJXTAPeer()

< findAdv()

& findModuleSpecAdv()
@ joinGrouplfExists()

< publishModuleSpecAdv()

ﬁ ModuleSpecAdvValidator

& ModuleSpecAdvValidator()
@ checkAdv()

@ Publisher ® subscriber ® mdidgen

o ConfigFileName: String of ConfigFileName: String ¥ ConfigFileName: Strinjg
2 groupName: String B ServicePipeAdv: PipeAdvertisemeft “ groupName: String
@ msAdv: ModuleSpecAdvertisemeft a col: Collection -

. . ) & main()
8 opipe: OutputPipe 8 groupName: String C )

. o . ) ) @ mdidgen()
o opipeAdv: PipeAdvertisement B imessage: Message ® orintit
o pubLocation: String o jpipe: InputPipe printit)

@ startIXTA()

o sensorData: String
of servicePipelD: String
of servicePipeName: String

@ Publisher()

B collectData()

@ init()

| jxtalnit()
main()

@ process()

o servicePipeType: String

Subscriber()

aquireData()
createlnputPipeAdvIfNotEXxist()
findPipeAdv()

init()

jxtalnit()

main()

processData()

xindicelnit() «interface

& Findvalidate
| &, PipeAdvValidator — — [

EEQE®C @O O

@ checkAdv()

Figure A-2: An UML expanded class diagram showing the JXTA devices classesin the Mobile
Memex
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Publisher

Aquire sensor data *
Package sensor data
Check for subscriber

[available]

Publish context data

[unavailable]

Wait for notification

Store context data
[success]

Delete context data

Notify User

Subscriber

Aggregate context data

Check for storage device

[available]

store PCH remote

[unavailable]

Storage

Wait for notification

[success]

Delete PCH

[success]

store PCH local

Notify Publishing device

Update NXD

Notify subscriber

[success]

Figure A-3: An UML activity diagram showing interdevice interaction
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<?xml version="1.0" encoding="UTF-8" 7>
<l-- M3XML context history -->
<IDOCTYPE contexthistory (View Source for full doctype...)>

<contexthistory userid="3ffe:80e8:d8::1">
<timestamp timeid="20030925153710" sensorid="3ffe:80e8:d8::2">
<context>
<spatial>
<location sensorid="3ffe:80e8:d7::2">LON037.400LAT122.018ALT014.019</location>
<orientation sensorid="3ffe:80e8:d7::2">181</orientation>
<[spatial>
<existential>
<temperature sensorid="3ffe:80e8:d8:12a2:7">27</temperature>
</existential>
<functional>
<activity sensorid="3ffe:80e8:d7::5">running</activity>
</functional>

</context>
<content>
<aural>
<voicecall sensorid="3ffe:81e5:c2::2">
<callerid>
<name>Jungle Jane</name>
<phonenumber>+312055501312</phonenumber>
</callerid>
<file>20030925153710.voicecall.ogg</file>
<keywords sensorid="3ffe:80e8:c3::2">vacation,plane,money week,appartment,beach,baggage</keywords>
</voicecall>
</aural>
</content>
</timestamp>
<timestamp timeid="20030925153710" sensorid="3ffe:80e8:d8::2">
<context>
<spatial>
<location sensorid="3ffe:80e8:d7::2">LON037.399LAT122.018ALT014.021</location>
<[spatial>
<temporal>
<season sensorid="3ffe:80e8:d7::13">Fall</season>
</temporal>
</context>
<content>
<visual>

<image sensorid="3ffe:80e8:c2::2">
<file> 20030925153710.photo.jpg</file>
<annotation sensorid="3ffe:80e8:c1::2">My not so new car</annotation>
</image>
<Nvisual>
<textual>
<email sensorid="3ffe:80e8:12::1">
<sender>
<name>John Doe</name>
<emailaddress>jdoe@email.me</emailaddress>
</sender>
<subject>RE:RE: Here's Johnny!</subject>
<file>20030925153710.email.utf8</file>
<keywords sensorid="3ffe:80e8:c1::2">John,work,call,email,open,late,tomorrow</keywords>
</email>
</textual>
</content>
</timestamp>
</contexthistory>

Figure A-4: An XML exampleof a context history containing two timestamps and content references
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B.1 Intro duction

B.2 Actors

Personal & Contextual Search Engine Application User

Documentation: The user of a personal contextual seard engineis interested in facts and media
created by the userin the past. The seard engineis a reactive application that allows the userto
formulate a query that allows for the retrieval of the required information.

Activ e Coaching Application User

Documerntation: The user of the active coading application. This user is interested in active
coading while sporting.

Application  Bro wsing Application  User

Documerntation: The userhasto install and selectan M3X supported application.

Emergency Service

Documertation: An emergencyserviceis provided by a medical institution, and depends on the
medical needsof the user.

External Service

Documertation: An external serviceis an ertit y that providesa servicesrelated to context or media
cortained in the M3X system. Examples are location, newsand weather servers on the internet.

These servicesmay or may not be usedby the seard engineapplication in the seart process.Suc-
cessfulusageof external servicesmay result in a more complete, usefuland meaningful represenation
of information to the user.

Lo cation Service

Documertation: A Location Serviceis a servicethat takesthe userslocation coordinates as input
and producesa represenation of these coordinates as output. One represenation might be a map
of the area, another a textual route description to a destination.

M3X Administrator

Documerntation: The M3X administrator is the owner of the system. He hasthe rights to de ne the
rules on how the system should function.

Medical Monitoring  Application  User

Documerntation: A medical monitoring application user has a need for automatic and pro-active
monitoring of the usersphysical state.

News Service

Documertation: A newsserviceis a servicethat takestime asan input and returns relevant news
items that correspond to the current time-frame. Some news servicescan also Iter on category
(sport, nance, politics) or location (local, national, global).
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Reminder Service User

Documentation: The User of the reminder serviceapplication usesthis application to be automat-
ically reminded of things and tasks relevant to the context (such aslocation and time) of the task
and the user.

An example of a reminder service user can be a senior citizen that would like to be reminded
automatically when he or she should take his/her medication.

Remote Surv eillance Application Subject

Documerntation: A remote surveillance application subject is a personor object that will be moni-
tored by the system and/or external entities. The person, or owner of the object to be monitored
hasto be aware and consett to the remote surveillance.

Surv eillan t

Documentation: The surveillant is a personor systemthat is interestedin monitoring certain aspects
of another personwho is alsothe owner of an M3X systemand has agreedthe surveillant to monitor
theseaspects (de ned in conditions).

Travel Navigation Application User

Documerntation: A travel navigation application user is interested in navigating from one location
to another in an e cien t and fast way.

User

Documertation: Type: Person.

Role: Owner of the M3X system.

Purpose: Retrieve personal media and/or contextual information.

The user of the M3X is often alsothe owner of the system.

The useris a personwith a needfor personaland/or contextual information contained in the M3X
system. In this casethe userwill perform a seard operation.

W eather Service

Documerntation: a weather serviceis a servicethat can take the time and locality (location coordi-
nates or placename)as inputs and return a weather forecastin the relevant time-frame.

Publishing device

Documertation: A publishing deviceis a devicethat contains one or more sensors.The functionality
of the publishing device consistsof acquiring the sensordata, adding device speci ¢ meta-data. and
the noti cation of subscribing devicesby publishing this information if possible.

Subscribing device

Documertation: A subscribing deviceis a devicethat hasa di erent functionality from a publishing
device. Subscribing devicesaggregatethe contextual information and media created by publishing
devicesinto a context history stored in a native XML database. A subscribing device can alsobe a
publishing device. The communicator would be the primary subscribing device.
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Storage device

Documentation: A Storagedevice can be a M3X device (portable laptop or tablet), but also a sta-
tionary devicesuch asa PC, Workstation or websener.

The storage device is a node in the M3X peergroup but is not necessarilypart of the body area
network.

A storage device has to provide enough spaceto store the context and media created by a user
within the M3X framework for seeral decades(preferably an entire human life).

Furthermore this devicehasto be accessibleby both the usersM3X body areanetwork devices(So
the on-body subscribing devices can upload cached data) and applications that make use of this
system. either locally or remote.

Eventually a storagedevicemight not be necessaryanymore astechnologicalimprovemerts allow for
enough computational and storage capability in wearable M3X devicessud asthe communicator.

M3X BAN Device

Documertation: An M3X deviceis a device capableof functioning in the M3X system. To be ableto
function in a M3X systemthe devicehasto support the P2P protocols(JXT A) used,and understand
(parse) the M3XML language.

External User

Documertation: The external user is a person or system that is aware of the m3x user using a
reminder application and hasthe rights (as de ned in the preferences}o notify the user. (Think of
a personswife, friends or colleagues).

M3X Device

Documertation: An m3x deviceis any device capable of operating in the M3X framework. An m3x
device has to support m3x pro les. Depending on the pro le the role of the device is determined
including additional requiremerts related to that role.

Trac information service

Documentation: A trac information serviceis a service capable of taking the current location,
direction and destination of the userasinput and return a report on relevant trac conditions that
might be encourtered during transport.

Personal Information Device

Documertation: A personalinformation deviceis any devicethat is personaland to a certain extend
portable. Thesedevicesgenerally contain a number of sensors,actuators and system resources.

Access device

Documentation: An accesdeviceis an M3X device capable of accessingemote M3X applications.
To do soit requiresa network connection and an internet browser capable of parsing XML.
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B.3 Use Cases

Acquire aggregated data

Documerntation: Aggregateddata in the form of a partial context history can be integrated into the
complete context history cortained on an M3X storage device.

Acquire data

Documerntation: The main task a publishing device performs for the systemis to acquire data using
sensordevicesembeddedin this device and publish this data to the systemfor further processing.

Adv ertise

Documentation: Oncethe deviceis registeredto the M3X peergroupit will advertise its role (pub-
lishing/subscribing/access) and functionality (available sensors,actuators, interfaces, applications)
and status (battery life, memory) to the other members of the peergroup.

Aggregate published data

Documerntation: The systemusesthe subscribing devicesto aggregatethe contextual data and me-
dia published by the publishing devices.

The subscribing devicesreceive sensordata and media in the M3XML format describing the data
and adding a timestamp.

Becauseall data is timestamped the data can be encapsulatedin a partial context history.

Bro wse Results

Documertation: Results can be a list of related media types (textual, visual or aural) and their
corresponding (relevant) contexts.

The usercan browsetheseresults to retrieve the necessarymedia, or can usetheseresultsto narrow
the seard action. The results don't always have to produce media, it could also be a calculated
answer to a well formulated question. (i.e. how many hours have i spert in the o ce sinceaugust
1219997?)

Cache data

Documertation: When cortent or context data cannot be sert to other devicesin the M3X body
areanetwork, this data needsto be temporarily cached until the deviceis able to do so.

De ne Application Prole

Documertation: Most pro-active application allow the userto set preferencesasto how the appli-
cation should behave. Settings can range from constrains/triggers that de ne when to measurea
phenomenaor corntact an external service,to appropriate responsesto context patterns obsened in
the context history. Also the user can de ne what actuators the pro-active application should use
to notify the userunder di erent circumstances.

Dene M3X Prole

Documerntation: Becausethe owner has got di erent interests and concernsit is possibleto de-
ne a personal prole that cortains the preferencesand constraints asto how the system should
collect, share and store information. Every device will advertise a Module Speci cation Adver-
tisemert (MSA) to advertise its capabilities. The administration application can collect all these
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advertisemerts from the peergroupto create a list of devicesincluding functions, services,sensors
and actuators. The user can use this list to make a selection, de ning what sensordata is to be
stored in the systemand at what intervals. (Applications also should de ne what sensordata they

operate on).

Delegate task

Documertation: The M3X device will ched to seeif the user de ned preferencepro le contains

settings relevant to the device.

Index aggregated data

Documertation: Besidesstoring the aggregateddata the storagedevicealsoindexesthe information

for future querying by supported applications.

Inject Insulin

Documentation: In the caseof diabetes (seescenario). The user can carry an insulin pump that
is also part of the M3X system. If the subscribing device reaches a certain state (de ned by the
user/emergencyservice)it can automatically inject the userwith the required amount of insulin.
Install M3X Application

Documerntation: There may exist a number of applications that operate on the m3x context history
stored in the native XML database. The user hasto choosethe application that provide the func-
tionalit y required by the M3X user.

Usually the application will be installed on the storage device of the user.

It might be possibleto install M3X supported applications on subscribing device such asthe com-
municator so semi-realtime applications can be usedthat operate on partial context history.
Instruct / Advise

Documerntation: In caseof a pro-active navigation application: If certain conditions are met, the
active coading application reachesa state whereit canadvisethe userto adapt a matching behavior.
Leave

Documerntation: The M3X device can leave the M3X peergroup at any time and without notice if
the user removesthe device from the body areanetwork.

It is up to the systemto notice the device cannot be reached anymore and concludethat the device
has left the peergroup.
Monitor Physical State (User)

Documentation: This usecasalescribeshow the physical state asregisteredby the sensorsaccording
to the setapplication preferencesan be monitored by both the userof the systemaswell asexternal
emergencyservicesselectedby the user.

Monitor  Sub ject

Documentation: This use casedescribes how the subject can be monitored by the surveillant based
on the monitoring conditions set by the subject.
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Monitor System State

Documentation: The administrator should be able to monitor the system state of the M3X. System
state include available memory and remaining power per device, and can be extended with other
relevant information related to the proper functioning of the M3X.

Monitoring  Conditions

Documertation: The remote surveillance application usercan setthe conditions under which he/she
agreesto be monitored by external ertities. These can be basedon location (outside the house), or
other criteria.

Navigate

Documertation: Basedon the information recordedby the systemand related to external services
the useris able to navigate more e cien tly to his/her destination.

Notify 3rd Party

Documentation: If the useris noti ed and the condition cortinuesto deteriorate, evertually exceed-
ing a set alarm-level, the systemwill automatically notify the emergencyservice.

Notify User

Documerntation: This use casedescribes how the pro-active monitoring application can notify the
userin caseof abnormal patterns and deviations that might threaten the health of the user.

Perform Search

Documerntation: This usecaseprescribesthe way in which a user performs a seard operation in the
M3X system. It shows how userinput can generatethe system output required by the user.

Pro vide additional information

Documentation: External servicescan provide relevant additional information related to the in-
formation gathered by the M3X system. Additional information can range from trac conditions
relative to the road the useris on, to route planning information and providing maps.

Publish data

Documentation: Data the publishing device has acquired should be published when possible. To do
this the device rst hasto ched if any subscribing devicesare available within the M3X peergroup.
If there are the device publishes the data to the subscribing device(s). If none are available the
device cachesthe measureddata in local memory until a subscribing device becomesavailable.

In the casea subscribing device doesnot becomeavailable and the internal memory of a publishing
deviceis full, data will be lost.

(Data acquired by a publishing device can be context data, but also media. The di erence between
media is that these les cannot be searded or indexed on their contents. These les can be aural,
visual or textual in nature. To open these les a special application is usually required).
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Register

Documertation: When a deviceis addedto the collection of devicesthat constitutes a wearersM3X
system. The new devicewill try to discover the m3x peergroupand register the deviceto this peer-

group.
A registered device can advertise its capabilities in terms of available actuators and sensors.

This advertisemert is usedby the systemto compile a list on which the usercan de ne a preference
pro le.

(This prole will contain the sensorsthe user decidesto monitor and their constraints such as
measuring interval, but also privacy and security settings concerning storage and the sharing of
collected information).

Remind user

Documerntation: When the application notices that the conditions are met it will automatically
notify the userwith the set message.

Retriev e data

Documertation: A useror application is ableto retrieve data from the systemby formulating queries
that correspond to setsof nodesin the cortext history.

Select Application

Documerntation: The usercan have a multitude of M3X enabledapplications installed on the access
device. This use caseshawns how the user can active the application of his/her choice.

Set Application Preferences

Documerntation: This usecaseshows how the usercande ne a userpro le for the application. This
user pro le contains all preferenceselevant to the application.

For the medical monitoring application this can be setting the level at which a certain dosageshould
be injected, or the addressof the emergencyservice.

Set Conditions

Documerntation: This usecaseshaws how the usercan set application speci ¢ conditions that deter-
mine the applications behavior.

If dierent sensorsall fulll a set of pre-de ned conditions the system will recognizethis pattern
and initiate the corresponding correct behavior.

In caseof Reminder service: Choosepreferred actuator and Display reminder messageon preferred
device.

Specify external services

Documentation: The userchoosesexternal servicesthat can help during navigation such asa online
mapping serviceand actual tra ¢ information.
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Store aggregated data

Documentation: The system usesthe storage deviceto store the aggregateddata (context history
and related media). When a storage peer erters the peergroup the subscribing deviceswill upload
their partial context history which is then mergedwith the existing context history in the native
XML databaseresiding on the storage device.

TimeOut

Documertation:

Upload partial context history

Documerntation: The aggregationprocessdeadsto a partial context history. When this locally caches
context history reachesa certain sizeor coversatimespande ned in the userpro le, the subscribing
deviceswill try to locate a storage serer to upload the context history.
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App endix C

Mobile Memex

C.1 Subscrib er.java

package com.pink.m3x.jxta;

/*
M3X- the mobile memexprototype

based on "IBM DeveloperWorks JXTA Sample" by S. Li and
the Xindice Developers Guide "Simple XML:DBExample".

Extended to provide distributed context aggregation
and storage in the Xindice Natvive XMLDatabase by
R.M.Vaandrager, rmvaandr@cs.vu.nl

*/

import
import
import
import

java.io.File;
java.io.FilelnputStream;
java.net.URL;
java.util.Properties;

import
import
import
import
import
import
import
import
import
import
import

net.jxta.discovery.DiscoveryService;
net.jxta.document.Advertisement;
net.jxta.document.AdvertisementFactory;
net.jxta.endpoint.Message;
net.jxta.id.IDFactory;
net.jxta.peergroup.PeerGroup;
net.jxta.peergroup.PeerGroupFactory;
net.jxta.pipe.InputPipe;
net.jxta.pipe.PipelD;
net.jxta.pipe.PipeService;
net.jxta.protocol.PipeAdvertisement;

import
import
import

org.xmldb.api.base.*;
org.xmldb.api.modules.*;
org.xmldb.api.*;
class Subscriber

public extends M3xJXTAPeer

private  String groupName= "m3xtest";

private  String sensor data

private static String ConfigFileName = "subscriberProfile";

private static  String servicePipeName = "m3xSubscriberPipe";
private static  String servicePipeType = PipeService.PropagateType;
public static  String servicePipelD =

Sourcecode

"urn:jxta:uuid-969610EE8945417CA56F9771197EE3965207E4C303154E7EB58751AE22761804";

private  PipeAdvertisement ServicePipeAdv = null;
private  InputPipe ipipe = null;
private  Messageimessage = null;
private  Collection col = null; // this is a JXTACollection
public  Subscriber()  {
}
public void init()  throws Exception {
Xindicelnit(); Il initialize the Xindice Native XMLDatabase
jxtalnit(); I initialize the JXTA P2P Network
/I create subscribing pipe
ry {
System.out.printin(
"Creating subscribing pipe for data collection...
ipipe = pipes.createlnputPipe(ServicePipeAdv);

Thread.sleep(5000);

} catch (Exception ex) {
System.out.printin(“Subscribing
return;

pipe creation failed."”);

System.out.printin("Subscribing pipe created successfully");

public void aquireData() throws Exception {
/I here we will aquire the sensor data and send it over for
if (ipipe = null)

System.out.printin(“Waiting
while (true) {
try

for data from publisher..

processing
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imessage = ipipe.waitForMessage();
} catch (Exception ex) {
System.out.printin("Err: "+ ex);
break;
}
if ((imessage.hasElement(PUBLISHER_DEVICE)&& imessage.hasElement(DATA_COLLECTED)){
sensor data = imessage.getString(DATA_COLLECTED);

System.out.printin("Received data from publisher: " + imessage.getString(PUBLISHER_DEVICE));

1/ISystem.out.printin("Data received is: " + imessage.getString(DATA_COLLECTED));
1/ISystem.out.printin("Sending to internal network for processing.");
processData();

}

private void processData() throws Exception{
/I this is where we would send data to the RDBMSor analysis
/I Simple XML:DBAPI Example to insert a new document into the database.

ry {
XMLResourcedocument = (XMLResource) col.createResource(null,"XMLResource");
document.setContent(sensor  data);
col.storeResource(document);
System.out.printin("processing data in Xindice NXD...");
System.out.printin("M3XML  document inserted in Xindice as: " + document.getld());

}
catch (XMLDBException e) {
System.err.printin("XML:DB Exception occured " + e.errorCode + " " + e.getMessage());

}

private  void Xindicelnit() throws Exception {
Il create and register the Xindice database driver

System.out.printin("Initializing Xindice NXD...");

ty {
Class ¢ =
Class.forName("org.apache.xindice.client.xmldb.Databaselmpl");
Datat database = (Datat c.newlnstance();
DatabaseManager.registerDatabase(database);
col =

DatabaseManager.getCollection("xmldb:xindice:///db/m3xdb");
} catch (XMLDBException e) {
System.err.printin(*XML:DB Exception occured " + e.errorCode);

}

private  void jxtalnit() {
Properties  myProp = null;
FilelnputStream  inFileStream = null;

/I read and process profile
System.out.printin(
"Reading profile: [* + ConfigFileName + "], and processing...
ty {
inFileStream = new FilelnputStream(new  File(ConfigFileName));
myProp = new Properties();
myProp.load(inFileStream);
} catch (Exception ex) {
System.out.printin("Profile access problem - file not found.");

}
if (myProp != null) {
groupName= myProp.getProperty('group", ")
System.out.printin(" * Group to join will be: " + groupName);

Il start JXTAand join group
PeerGroup tpPG = null;
System.out.printin("Starting M3Xprototype in JXTA..");
System.out.printin("Joining default NetPeerGroup.
ry {
/I create, and Start the default jxta NetPeerGroup
group = PeerGroupFactory.newNetPeerGroup();
System.out.printin("Attempting to join group: " + groupName);
if (groupName.length() != 0) {
try

tpPG = joinGrouplfExists(groupName);
} catch (Exception ex) {
System.out.printin(“Err: "+ ex);

}
if (tpPG != null) {
group = tpPG;
System.out.printin(
"group " + groupName+ " joined successfully");

}
} catch (Exception e) {
System.out.printin("Err : group creation failure");

}

if (group != null) {
discovery = group.getDiscoveryService();
pipes = group.getPipeService();

}

System.out.printin(

"Look for previously created Pipe Adv, create one if not exist");
ServicePipeAdv = createlnputPipeAdvIfNotEXxist();

/I check for ModuleSpecAdv

/I The ModuleSpecAdvertisement has two purposes,

/I 1) to publish the uri of its formal specs for developers and
/I 2) to publish the meansof remote access to the module's

Il services if that is appropriate.

System.out.printin("Checking to see if MSApreviously published...");
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}

if (findModuleSpecAdv() == null) {

System.out.printin(".. MSAnot found, need to create
publishModuleSpecAdv(ServicePipeAdv);

} else

System.out.printin(".. found previously published MSA");

protected PipeAdvertisement findPipeAdv() {

}

return  (
PipeAdvertisement)  findAdv(
"PipeAdvertisement",
"Name",

servicePipeName,

new PipeAdvValidator(),

Il local only

true);

class PipeAdvValidator implements FindValidate {

public PipeAdwValidator()  {

public boolean checkAdv(Advertisement adv) {
/I we can compare pipe ID as well if so desired
return  true;

it);

}
public PipeAdvertisement createlnputPipeAdvIfNotExist() {
Advertisement padv = null;
if ((padv = findPipeAdv()) !'= null) {
/I found it
return  (PipeAdvertisement)  padv;
System.out.printin(
"Previously  published pipe advertisment not found, creating a new one.");//
PipeAdvertisement  pipeAdyv;
pipeAdv =
(PipeAdvertisement)  AdvertisementFactory.newAdvertisement(
PipeAdvertisement.getAdvertisementType());
pipeAdv.setName(servicePipeName);
pipeAdv.setType(servicePipeType);
PipelD tpID;
ry {
tpID = (PipelD) IDFactory.fromURL(new URL(servicePipelD));
} catch (Exception ex) {
tpID = IDFactory.newPipelD(group.getPeerGrouplD());
}
pipeAdv.setPipelD(tpID);
System.out.printin("Locally caching the new pipe advertisement...
try {
discovery.publish(pipeAdv, DiscoveryService.ADV);
} catch (Exception ex) {
System.out.printin("Err: "+ ex);
return  pipeAdv;
}

public static void main(String[] args) throws Exception {

Subscriber subscr = new Subscriber();
subscr.init();
subscr.aquireData();

create a new one
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C.2 Publisher.ja va

package com.pink.m3x.jxta;

/*
M3X- the mobile memexprototype

based on "IBM DeveloperWorks JXTA Sample” by S. Li and
the Xindice Developers Guide "Simple XML:DBExample".

Extended to provide distributed context aggregation
and storage in the Xindice Natvive XMLDatabase by
R.M.Vaandrager, rmvaandr@cs.vu.nl

*

import java.io.File;
import java.io.FilelnputStream;
import  java.util.*;

import net.jxta.endpoint.Message;

import net.jxta.peergroup.PeerGroup;

import net.jxta.peergroup.PeerGroupFactory;
import net.jxta.pipe.OutputPipe;

import net.jxta.protocol. ModuleSpecAdvertisement;
import net.jxta.protocol.PipeAdvertisement;

public class Publisher extends M3xJXTAPeer
private  OutputPipe opipe = null;
private  PipeAdvertisement opipeAdv = null;
private  ModuleSpecAdvertisement msAdv= null;
private static String ConfigFileName = "publisherProfile";
private  String groupName= null;
private  String pubDevice = null;
private  String sensorType = null;
private  String sensorinterval = null;

public Publisher() {
}

public static void main(String[]  args) {
Publisher pub = new Publisher();
pub.init();
pub.process();

public void process() {
String collectedData = null;
Message sendMsg = null;
while (true) {
System.out.printin("... acquire sensor data ...
collectedData = collectData();

if (collectedData != null) {
System.out.printin("... publish sensor data
sendMsg = pipes.createMessage();
sendMsg.setString(PUBLISHER_DEVICE, pubDevice);
sendMsg.setString(DATA_COLLECTED collectedData);
try

{
opipe.send(sendMsg);
} catch (Exception ex) {

System.out.printin("Err: "+ ex);
break;
}
System.out.printin(“standby for set interval
long interval = Long.parseLong(sensorinterval);
try {
Thread.sleep(interval); /in - ms
} catch (Exception ex) {
}

}

private  String collectData()  {
/I this is where data collection is triggered and a corresponding M3Xmldocument is created
Randomrn = new Random();
int n=38;
int sensor data = rn.nextint(n + 1); /lcreate a random integer in range 0-38
return  "<sensor><device>"

pubDevice

"</device><type>"

sensorType

"</type><data>"

sensor data

"</data></sensor>"; /I returns the M3Xmldocument as a string

b+ o+

}

public void init() {

jxtalnit();

ty {
System.out.printin("connecting to M3Xnetwork...");
opipe = pipes.createOutputPipe(opipeAdv, 100001);

} catch (Exception ex) {
System.out.printin("publish pipe creation failed.");
return;

}
if (opipe != null)

System.out.printin(“publish pipe created successfully");
else {
System.out.printin(*Cannot create output pipe.");

System.exit(1);
}
private  void jxtalnit() {
Properties  myProp = null;

FilelnputStream  inFileStream = null;

System.out.printin(
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"Reading profile: [* + ConfigFileName + "], and initializing...");
try
inFileStream = new FilelnputStream(new  File(ConfigFileName));
myProp = new Properties();
myProp.load(inFileStream);
} catch (Exception ex) {
System.out.printin(“Profile access problem - file not found.");

}
if (myProp != null) {

groupName= myProp.getProperty("group", ")

System.out.printin(" * Group to join will be : " + groupName);

pubDevice = myProp.getProperty("device", "default ~ device");

System.out.printin(" * Publishing device is : " + pubDevice);

sensorType = myProp.getProperty("type”, "default ~ device");

System.out.printin(* * Sensor type is : " + sensorType);
sensorinterval = myProp.getProperty(“interval”, "default device");
System.out.printin(* * Measurement interval : " + sensorinterval  + "ms");

}
/I Start JXTAand join the M3Xpeergroup
PeerGroup tpPG = null;

System.out.printin("Starting M3Xprototype in JIXTA.
System.out.printin("Joining default NetPeerGroup...
try {

/I create, and Start the default jxta NetPeerGroup
group = PeerGroupFactory.newNetPeerGroup();
System.out.printin("Attempting to join group: " + groupName);
if (groupName.length() !'= 0) {
try {
tpPG = joinGrouplfExists(groupName);
} catch (Exception ex) {
System.out.printin("Err: "+ ex);

}
if (tpPG != null) {
group = tpPG;
System.out.printin(
“group " + groupName+ " joined successfully");

}

}
} catch (Exception e) {
System.out.printin("Err : group creation failure");

if (group !'= null) {
discovery = group.getDiscoveryService();
pipes = group.getPipeService();

Il check for ModuleSpecAdv
System.out.printin(
“Seaching for publisher's  Module Spec Advertisement (MSA)...");
if ((msAdv = findModuleSpecAdv()) == null) {
System.out.printin(
".. MSAnot found, please check connection - terminating.");
System.exit(1);

} else
System.out.printin(".. found subscribers's  MSA");
System.out.printin("Extracting pipe adv from MSA..");

opipeAdv = msAdv.getPipeAdvertisement();
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C.3 M3xJXT AP eer.java

package com.pink.m3x.jxta;

7
M3X- the mobile memexprototype

based on "IBM DeveloperWorks JXTA Sample” by S. Li and
the Xindice Developers Guide "Simple XML:DBExample".

Extended to provide distributed context aggregation
and storage in the Xindice Natvive XMLDatabase by
R.M.Vaandrager, rmvaandr@cs.vu.nl

*

import  java.util. Enumeration;

import net.jxta.discovery.DiscoveryService;

import net.jxta.document.Advertisement;

import net.jxta.impl.wire.AdvCooker;

import net.jxta.peergroup.PeerGroup;

import net.jxta.pipe.PipeService;

import net.jxta.platform.ModuleSpecID;

import net.jxta.protocol. ModuleSpecAdvertisement;
import net.jxta.protocol.PeerGroupAdvertisement;
import net.jxta.protocol.PipeAdvertisement;

public class M3xJXTAPeerq

public static final String ClassID =
"urn:jxta:uuid-EE99266A1DE84E3DB34D9CC842EC889105";

public static final String SpeclD =
"urn:jxta:uuid-EE99266A1DE84E3DB34D9CC842EC8891BIEB13ECAGFE44DBSFBE357763006";

public static final String PUBLISHER_DEVIGE "PubDevice";

public static final String DATA_COLLECTED'ColData";

public static final String ModuleSpecName= "JXTASPEC:m3xPublisher-SPEC";

public static final int MAXRETRIES 5;

public static final int WaitingTime = 1000;

public static final long GroupDiscoveryDelay = 25000l;

protected PeerGroup group = null;

protected DiscoveryService discovery = null;

protected PipeService pipes = null;

public  M3xJXTAPeer() {

protected ModuleSpecAdvertisement findModuleSpecAdv() {
return  (ModuleSpecAdvertisement)  findAdv(
"ModuleSpecAdvertisement",
"Name",
ModuleSpecName,
new ModuleSpecAdvValidator(),
false);

}

class ModuleSpecAdvValidator implements FindValidate {
public ModuleSpecAdvValidator()  {

}

public boolean checkAdv(Advertisement adv) {
/I perform further validation here if necessary
return  true;

}

protected Advertisement findAdv(
String advType, String attr, String val, FindValidate validator, boolean localOnly) {
Enumeration enum= null;

System.out.printin("Looking for " + advType + ", please wait...
/I First look in the local storage
ry {

enum=

discovery.getLocalAdvertisements(
DiscoveryService.ADV,
attr,
val);

} catch (Exception e) {
if ((enum != null) && (enum.hasMoreElements())) {

Advertisement adv = null;
while (enum.hasMoreElements()) {

try
adv = (Advertisement) enum.nextElement();
if (validator.checkAdv(adv))
return  adv;
} catch (Exception e) {
continue;
}
}
}
if (localOnly)
return  null;
System.out.printin(" cannot find it locally, trying remote");

/I Now, search remote
discovery.getRemoteAdvertisements(
null, DiscoveryService.ADV, attr, val, 2, null);
/I Wait a bit in order to get an answer.
int i =0;
while (true) {
ry {
if (i > MAXRETRIES)
System.out.print(".");
break;

Thread.sleep(WaitingTime);

i++;
} catch (Exception e) {
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System.out.printin(");

/I Look in the local storage again

try {

enum=
discovery.getLocalAdvertisements(

DiscoveryService.ADV,
attr,
val);

if ((enum != null) && (enum.hasMoreElements())) {
Advertisement adv = null;

while (enum.hasMoreElements()) {

try
adv = (Advertisement) enum.nextElement();
if (validator.checkAdv(adv))
return adv;
} catch (Exception e) {
continue;
}

}

}
} catch (Exception e) {

return null;

}

public  PeerGroup joinGrouplfExists(String ingname) throws Exception {
String attr = "Name";

int threshold = 1;
PeerGroup tpGroup = null;

if ((ingname ==null) || (ingname.length() == 0))
return null;
discovery = group.getDiscoveryService();

Il sent remote group discovery message
discovery.getRemoteAdvertisements(

null, DiscoveryService. GROUP, attr, ingname, threshold, null);
/I wait 5 sec
System.out.printin("remote group discovery message sent");
Thread.sleep(GroupDiscoveryDelay);

/I check local cache
Enumeration res;

res =
discovery.getLocalAdvertisements(
DiscoveryService. GROUP,attr,ingname);

PeerGroupAdvertisement  groupAdv = null;

if (res.hasMoreElements())  {
groupAdv = (PeerGroupAdvertisement)  res.nextElement();
/I create group with advertisement
tpGroup = group.newGroup(groupAdv);
System.out.printin(“group joined successfully");

return  (tpGroup);

protected void publishModuleSpecAdv(PipeAdvertisement  ServicePipeAdv) {
ModuleSpecAdvertisement msAdv= null;

System.out.printin("Creating new MSA");
ModuleSpecID tpID = null;
ry {

tpID = AdvCooker.buildModuleSpecID(SpecID);
} catch (Exception ex) {
System.out.printin(“Err: "+ ex);

}
if (tpID != null) {

msAdv=
AdvCooker.buildModuleSpecAdvertisement(tpID, //ModuleSpecID msid,
ModuleSpecName,// String moduleSpecName,
"m3x aggregation engine", // String moduleSpecDescription,
"m3x JXTA", /| String creator,
"Version 1.0", // String version,
"http://www.cs.vu.nl/~rmvaandr/m3x.html", /iString  specURI,
ServicePipeAdv, // PipeAdvertisement pipeAdv,
null, // ModuleSpecID proxySpeclID,
null, //ModuleSpeclD authorizationSpecID,
null //  StructuredDocument param

)i

System.out.printin(“Locally and remotely publish the MSA");

try
discovery.publish(msAdv, DiscoveryService.ADV);
discovery.remotePublish(msAdv, DiscoveryService.ADV);

} catch (Exception ex) {
System.out.printin("Err: "+ ex);

}

117



C.4 mdidgen.ja va

package com.pink.m3x.jxta;

P
M3X- the mobile memexprototype

based on "IBM DeveloperWorks JXTA Sample” by S. Li and
the Xindice Developers Guide "Simple XML:DBExample".

Extended to provide distributed context aggregation
and storage in the Xindice Natvive XMLDatabase by
R.M.Vaandrager, rmvaandr@cs.vu.nl

¥

i

import java.io.File;
import  j .FileInputStream;
import  java.util.Properties;

import net.jxta.id.IDFactory;

import net.jxta.impl.wire.AdvCooker;

import net.jxta.peergroup.PeerGroup;

import net.jxta.peergroup.PeerGroupFactory;
import net.jxta.pipe.PipelD;

public class mdidgen extends M3xJXTAPeer

protected static final String ConfigFileName = "profile”;
protected String groupName= "";

public mdidgen() {
}

public  void printlt()
AdvCooker.printNewClassAndModulelD();
PipelD pid = IDFactory.newPipelD(group.getPeerGrouplD());
System.out.printin(
"public static final String PipelD =\"" + pid + "\";}");

public static  void main(String[] args) {
mdidgen mgen= new mdidgen();
mgen.startIXTA();
mgen.printlt();

public void startIXTA() {
Properties  myProp = null;
FilelnputStream  inFileStream = null;

ty {
inFileStream = new FilelnputStream(new  File(ConfigFileName));
myProp = new Properties();
myProp.load(inFileStream);
} catch (Exception ex) {
System.out.printin("profile access problem");

if (myProp != null)
groupName= myProp.getProperty("group", ")

e
* Start JXTAand join the group
%
!
PeerGroup tpPG = null;
try {
/I create, and Start the default jxta NetPeerGroup
group = PeerGroupFactory.newNetPeerGroup();
if (groupName.length() !'= 0) {
try
tpPG = joinGrouplfExists(groupName);
} catch (Exception ex) {
System.out.printin(“Err: "+ ex);

}
if (tpPG != null)
group = tpPG;

}
} catch (Exception e) {

System.out.printin("ERROR  : group creation failure");
if (group != null) {

discovery = group.getDiscoveryService();
pipes = group.getPipeService();
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